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N-IRON

THE INDUSTRIAL NETWORK COMPANY

Industrial Gigabit Ethernet Switch Installation Gui de

9000 Series

The N-TRON 9000 Series Gigabit Ethernet Capable Indusitiarnet Switch offers outstanding performance and ease

of use. It is ideally suited for connecting Ethernet esdibddustrial and or security equipment and is a fully matagyitch.

PRODUCT FEATURES

* Full IEEE 802.3 Compliance

* Full IEEE 1613 Compliance (Electric Power Stations)
* NEMA TS1/TS2 Compliance (Traffic Control systems)
» ABS Type Approval (Maritime and Offshore Applications)
* Scaleable Switch with 4 1/O Slots

* Up to Twenty-four 10/100 BaseTX RJ-45 Ports

e Two Optional 1000BaseSX Ports, LC style

» Extended Environmental Specifications

 Autosensing 10/100BaseTX, Duplex, and MDIX

« Offers Rapid Spanning Tree Protocol

* Trunk with a 500 Series Switch over two or more ports
* Store & Forward Technology

* Plug and Play IGMP Support

* Rugged Din-Rail Enclosure

* Redundant Power Inputs (10-30 VDC)

* Full SNMP

» Web Browsing and N-View Switch Monitoring

FeCEe e

LISTED
65SN

Rev. 100807

MODULE / SLOT OPTIONS

* 9000 CPU Module — Standard CPU Module

* 9002 CPU Module — CPU Module with 2 Gigabit FibertB
* 9006 TX — 6 Port 10/100 Base-TX Copper Module

* 9004 FX — 4 Port 100 Base-FX Fiber Module

* 9002 FX — 2 Port 100 Base-FX Fiber Module

MANAGEMENT FEATURES

* IGMP Snooping

* VLAN

* QoS

e Trunking

* Mirroring

* 802.1D-2004 Rapid Spanning Tree
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Copyright, © N-Tron Corp., 2006-2007
820 S. University Blvd., Suite 4E
Mobile, AL 36609 USA

All rights reserved. Reproduction, adaptationranslation without prior written permission fromTen Corp. is prohibited, except as allowed
under copyright laws.

Ethernet is a registered trademark of Xerox Corimma All other product names, company names, $ogo other designations mentioned
herein are trademarks of their respective owners.

The information contained in this document is sabje change without notice. N-Tron Corp. makeswvasranty of any kind with regard to
this material, including, but not limited to, theplied warranties of merchantability or fitness &oparticular purpose. In no event shall N-Tron

Corp. be liable for any incidental, special, inditeor consequential damages whatsoever includeddtdimited to lost profits arising out of
errors or omissions in this manual or the inforoatontained herein.

Warning

Do not perform any services on the unit unlessifiedlto do so. Do not substitute unauthorizedgar make unauthorized modifications to
the unit.

Do not operate the unit with the top cover remowadthis could create a shock or fire hazard.
Do not block the air vents on the sides or thedie unit.

Do not operate the equipment in the presence wiflable gasses or fumes. Operating electrical eggripin such an environment constitutes
a definite safety hazard.

Do not operate the equipment in a manner not spddify this manual.

Safety Warnings
GENERAL SAFETY

WARNING: If the equipment is used in the manner not spettie N-Tron Corp., the protection provided by tiggiement may be
impaired.

LASER SAFETY (FXE Models -40, -80 and 9002CPU-LX -40, -70)

WARNING : CLASS 1 Laser Product. Do not stare into theras

Contact Information

N-Tron Corp.

820 South University Blvd.
Suite 4E

Mobile, AL 36609

TEL: (251) 342-2164

FAX: (251) 342-6353
Website: www.n-tron.com
Email: support@n-tron.com
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ENVIRONMENTAL SAFETY

WARNING: Disconnect the power and allow to cool 5 minutdetgetouching.

ELECTRICAL SAFETY

WARNING: Disconnect the power cable before removing any nesdwr any enclosure panel.
WARNING: Do not operate the unit with the any cover removed

WARNING: Do not work on equipment or cables during periddggbtning activity.
WARNING: Do not perform any services on the unit unlesdifigto do so.

WARNING: Do not block the air vents.

WARNING: Observe proper DC Voltage polarity when installpgyver input cables. Reversing voltage polarity cause permanent damage
to the unit and void the warranty.

9000 Series Hazardous Location Installation Requirements

1. WARNING: Do not disconnect while circuit is live, unless area istmto be non-hazardous.

2. WARNING: Install only in accordance with Local & National Codes ofhfuities Having Jurisdiction.

3. WARNING: This equipment is suitable for use in Class |, DivGRyups A, B, C, D or Non-Hazardous Locations
Only.

4. WARNING: Explosion Hazard Substitution of Components May Impair Suitability Bdass |, Div. 2.

5. Power must be supplied by an isolating source, @0 A max ratedJL recognized fuselust be installed immediately
before the unit.

6. Class |, Div 2 installations require that all devices conmetriehis product must be UL listddr the area in which it is
installed.

7. Only UL listed wiring with temperature ratings greater tB8AC permittedor Class I, Div 2 installations operating at
temperatures up to 70°C ambient.

8. Limited Operating Voltage: 12-30%r Class I, Div 2 installations.

9. Maximum operating voltage of power source shall not exceaddéincluding battery charging float voltage.
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PACKAGE CONTENTS
Please make sure the 9000 Series Gigabit Ethernet Switch packagies the following items:
1. 9000 Series Gigabit Ethernet Switch with modules or filkenels

2. Product CD
Contact your carrier if any items are damaged.

INSTALLATION
Read the following warning before beginning the instaltati

WARNING

Never install or work on electrical equipment or cabling dupariods of lightning activity. Never connect or disaect power
when hazardous gasses are present.

Disconnect the power cable before removing any enclosure. panel
Do not operate the unit with any covers removed

UNPACKING

Remove all the equipment from the packaging, and stonesaitleaging in a safe place. File any damage claims with thercarri
CLEANING

Clean only with a damp cloth.

SERVICING

The 9000 Series is a modular based Gigabit Ethernet Switictup to 4 slots for ports and one slot for thdJdRodule. Please
follow the steps below for adding, removing, or swappimaglules in the 9000 series switch. Technicians perforthimg
following steps should wear proper anti-static equipmeptatect the circuit boardaVARNING: The 9000 series switch is
NOT hot swappable. Removing or adding modules while thpower is still on can damage the equipment.

Adding or Replacing a Module:

Remove power from the switch.

Unscrew the two thumb screws for the filler panel or adedhat you are replacing.

Using both hands pull on both thumb screws to shiéefitler panel or module you are replacing off the 9000BP.

Align the new module such that it slides on the railsfandy push it into the unit.

Screw both thumb screws down till they are finger tight.

Reapply the power and configure the slots on the 9008rehtough the web management interface or the serial

management interface.

NOTE: Modules should be installed in slot order (freft to right). So in a 2 slot configuration Slots Add® are populated.
Empty slots must be covered with a 9000-FP to mees@nistandards.

ogkrwnE

Replacing a CPU Module:

Remove power from the switch.

Unscrew the two thumb screws for the CPU module thataye replacing.

Using both hands pull on both thumb screws to sliée@PU module out of the 9000BP.
Align the new CPU Module such that it slides on the mild firmly push it into the unit.
Screw both thumb screws down till they are finger tight.

Reapply the power to the switch.

ogkrwnE

NOTE: All configuration settings are saved to the NVRAMieh is stored locally on the CPU Module. If you repltdee CPU
Module all settings will move with the CPU Module. You cave and download a custom configuration to a TFTP or an
FTP server. The switch’s MAC Address and IP Addresisalgb move with the CPU Module.
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DIN-Rail Mounting

Install the unit on a standard 35mm Din-Rail. Recessititdo allow at least 5” of horizontal clearance for fiberledend
radius.

To mount the unit to the 35mm din-rail, place talgee of the To remove the unit from the 35mm din-rail, place a
bracket on the back of the unit against the din-rail at aup®fard flat head screwdriver into the release clip at the bottom of
angle. Lower the bottom of the unit until it snaps iplace. the unit, and push down on the clip until it disengages

from the bottom of the unit from the din-rail. Lift the
bottom of the unit up at an approximate 45° upward angle
to completely remove the unit.

Most N-Tron™ products are designed to
be mounted on industry standard 35mm DIN-
Rail. However, DIN-Rail mounting may not
be suitable for all applications. Our Rack
Mount Assembly (P/N: 900-RM) may be
used to mount the 9000 Series to standard
19" racks as an option.
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Panel Mount Mounting

Install the unit directly on a wall or sturdy panel sucladmilkhead. Recess the unit to allow at least 5” of horizorgatamhce
for fiber cable bend radius.

¥ N-IRON
/ a@amn 9000

To bulkhead mount the unit, place top edge of theket on the back of the unit against two screws at aigward angle.
Lower the bottom of the unit until it is flush withe wall, and secure the bottom of the unit with two nsarews.

J- 0
|
/'

N-TRON
9000

To remove the unit from a wall, remove the bottom $ar@ws that secure it to the wall and slide the unit uibthettop two
screws will fit through the larger holes on the unit.e Blwitch should then freely come away from the wall.
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FRONT PANEL

SO0RCPU

™D

Py Medule (D 167100 Base T4 0 (D) 100 Base P (D

From Top to Bottom:

Gigabit Ports 1000 Base-SX Connections

Fiber Ports 100 Base-FX Connections

RJ45 Ports Auto sensing 10/100 Base-TX Connections

(0} Green LED lights when Power is supplied to the n@du

NOTE: The RJ45 data port has two LED’s locatechatdide of the connector. The bottom LED indicates
LINK status, and the top LED indicates ACTIVITY.

LED’s: The table below describes the operating modes:

LED Color Description
GREEN | Power is Applied
o
OFF Power is OFF
GREEN | 10/100/1000Mb Link between ports
LNK
OFF No Link between ports
GREEN | Data is active between ports
ACT
OFF Data is inactive between ports
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APPLYING POWER (Side View)

Unscrew & Remove the DC Voltage Input Plug
from the Power Input Header

Install the DC Power Cables into the Plug
(observing polarity).

Plug the Voltage Input Plug back into the Power
Input Header.

Tightening torque for the terminal block power
plug is0.5 Nm/0.368 Pound Foot.

Verify the Power LED stays ON (GREEN).

Note: Only 1 power supply must be connected to powerniomimal operation. For redundant power
operation, \{ and \% inputs must be connected to separate DC Voltagecss. This device will draw
current from both sources simultaneously. Use 8@&uge wire when connecting to the power supply.

Recommended 24V DC Power Supplies, similar to: BRTS P/NNTPS-24-5

Rev. 100807

Input AC 100V...240V
Output DC 24V...28V
Output Current 5A

Peak Current 7.5A for 4 sec.

Power 120W

Peak Power 180W (max 4 sec.)

35 mm DIN-Rail Mountable
Dimensions: 1.57"W x 4.88"H x 4.61"D
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N-TRON SWITCH GROUNDING TECHNIQUES

The grounding philosophy of any control system nsirastegral part of the design. N-Tron switches are
designed to be grounded, but the user has been theeflexibility to float the switch when required’ he
best noise immunity and emissions (i.e. CE) ara@iobtl when the N-Tron switch chassis is conneaied t
earth ground via a drain wire. Some N-Tron switchave metal din-rail brackets that can ground the
switch if the din-rail is grounded. In some caseésiron switches with metal brackets can be supphéh
optional plastic brackets if isolation is required.

nonmeranc omerar.  BOth V- legs of the power input connector are catee

MOUNT to chassis internally on the PCB. Connecting éndnare

to earth ground from one of the V- terminal plugs a
P A shown here will ground the switch and the chasSise
kNown sroonoma  Power leads from the power source should be limiced
POINT meters or less in length.

As an alternate, users can run a drain wire & hagnfany of the Din- )

. . OOO0O0OO0000C00
Rail screws or empty PEM nuts on the enclosure. hemVusing an jeccieceeeeeesey
unused PEM nut to connect a ground lug via a mackorew, care e v
should be taken to limit the penetration of theeoskin by less than 1/ EooooE
in. Failure to do so may cause irreversible damigé¢he internal
components of the switch. "

DRAIN WIRE WITH LUGSJ/
Note: Before applying power to the grounded switghy must use a  ZONNECTIG SNIEER
volt meter to verify there is no voltage differenocetween the power  GROUNDING POINT. /
supply’s negative output terminal and the switctassiis grounding  yetaLLic DIN-RAIL MOUNT

point.

The use of shielded cables between devices iseqoired for most N-Tron devices (please consuliuter
manuals for specific details). If the use of diéel cables is required, it is generally recommendezhly
connect the shield at one end to prevent groungbsloand interfere with low level signals (i.e.
thermocouples, RTD, etc.). Cat5e cables manufedtior EIA-568A or 568B specifications are requifed
use with N-Tron Switches.

METALLIC

CRT— SHIELDED PATCH CABLE
: CATze STP CAT5e STP
Note: Strain relief boots not shown for clarity purposes.

NONMETALLIC

In the event all Cat5e patch cable distances asdl gne. All Ethernet devices are located the sdooal
cabinet and/or referenced to the same earth grounsg)permissible to use fully shielded cablesni@ated
to chassis ground at both ends in systems voidvoiével analog signals.
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CATS5 CABLE SPECIFICATIONS

Please reference the illustration below for youtSGable specifications:

0.232'+0.005—
[5.8820.127]
—

— 0.237"£0.004
[6.02+0.13]

CAT5e CABLE

EIA 568B

CAT5e CABLE
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CONNECTING THE UNIT

For FX/FXE units, remove the dust cap from therfibptic connectors and connect the fiber optic
cables. The TX port on the FX/FXE models shoulddenected to the RX port of the far end statidhe
RX port on the FX/FXE versions should be connettetthe TX port of the far end station.

For 10/100 Base-TX ports, plug a Category 5E twligtair cable into the RJ45 connector. Connect
the other end to the far end station. Verify ttted LNK LED’s are ON once the connection has been
completed. To connect any other port to anotheitcBwor Repeater, use a standard Category 5 straigh
through or crossover cable.

—
-
g N

U oo ‘

N-Tron recommends the use of
pre-manufactured Cat5E cables to ensur
the best performance. If this is not a
option and users must terminate their o
ends on the Cat5E cables; one of the two
color coded standards shown to the right
should be utilized. If a user does not
follow one of these two color code
standards then the performance and
maximum cable distance will be reduced
significantly, and may prevent the switch
from establishing a link.

CAT5e CABLE
CAT5e CABLE
CAT5e CABLE

EIA 568A EIA 568B
SERIAL INTERFACE

The 9000 series switches provide an EIA-232 interfaccessed via a 9 pin female connector (labeled
‘COM’ on the unit). This is used to access the @@nd Line Interpreter (CLI). The pin-outs are show
below:

i
o II
0> a=
%0 4° Ilg
37 _o —
o3
77 .0
6 °
1@
DBS FEMALE

Rev. 100807 page 17 of 143



Serial Cable
Connect the serial COM port of your PC and the 986fles Switch using a standard straight througkeca

You will require a cable with a 9-pin or 25-pin sbDbfemale connector for the PC end, and a 9-piremal
sub-D connector for the 9000 Series end.

The following table shows the pin-out and the catioas for both types of cable:

PC Port 25-Pin 9-Pin 9000 series
Female | Female 9-Pin Male
Signal Name Pin # Pin# | Pin# | Signal Name
TXD 2 3 3 RXD
RXD 3 2 2 TXD
GND 7 5 5 GND

Shielded cables and null modems are readily availabm Radio Shack or a variety of computer stores
HyperTerminal

The following configuration should be used in Hypeminal:

Port Settings: 115200
Data Bits: 8

Parity: None
Stop bits: 1

Flow Control: None
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Overview of Advanced Features

Mode of Operation

Each port on the switch can be configured intoetidht modes of operation as shown below:

Copper Ports: 100Base Fiber Ports: 1000Base Fiber Ports:
- Half Duplex - Full Duplex - Full Duplex
- Full Duplex

- Auto Negotiation

Half Duplex

In half duplex mode, the CSMA/CD media access ntetisothe means by which two or more
stations share a common transmission medium. Tignnd, a station waits (defers) for a quiet peood
the medium (that is, no other station is transngftiand then sends the intended message in bét-seri
form. If, after initiating a transmission, the mags collides with that of another station, thenheac
transmitting station intentionally transmits for additional predefined period to ensure propagation
the collision throughout the system. The statianams silent for a random amount of time (backoff)
before attempting to transmit again.

Full Duplex

Full duplex operation allows simultaneous commuticabetween a pair of stations using point-to-
point media (dedicated channel). Full duplex openatioes not require that transmitters defer, ror d
they monitor or react to receive activity, as thereo contention for a shared medium in this mode.

Auto Negotiation
In Auto Negotiation mode the port / hardware detdébe mode of operation of the station that is
connected to this port and sets its mode to mateimiode that of the station.

Port Security

Port Security provides a mechanism to detect amyder in the network. When security is enabled
on the port, the port stops learning new MAC adskkeson that port and if it receives any packet with
source MAC address that is not in the address,tdi@epacket will be discarded.

Port Mirroring

A Mirroring Port is a dedicated port that is configd to receive the copies of Ethernet frames that
are being transmitted out and also being receivdm any other port that is being monitored.

Port Trunking

Port Trunking is the ability to group one or mogtwiork ports to increase the bandwidth between
two machines (switch or any work station). Thistdea allows grouping of high-speed connectivity and
provides redundant connection between switchethadrunk can act as a single link between théches.

Priority Tagging (QoS)

IEEE 802.1p priority tagging is supported for twasses of services along with bandwidth support
per priority level. Transparent mode is suppottedugh configuration wherein if the field is stige tag
bits are ignored. The User can configure up toftemint priority levels per port. Also priority oxéding
(overriding the tagged filed) can be enabled oaldisd by the user.
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Virtual LAN

The switch provides support for setting up botrgtayVirtual LANs and port based Virtual LANSs.
A port may belong to any number of Virtual LANs.eTNLAN membership of a station is determined by
the VLAN(S) that have been defined for the porivuch the station is connected. If a station shoote
from one port to another, it loses its current VLANembership and inherits that of the new port it is
connected to.

A Default Virtual LAN exists to which a port, whigk not a member of any other Virtual LAN, will
belong. This allows the switch to operate as arar Bridge when it is used in a network. A port is
automatically removed from the Default VLAN whensitreconfigured to belong to another Virtual LAN.

Using Tagged VLANSs the switch has the ability &xeé non-tagged packets in some ports, add a
VLAN tag to the packet and send it out tagged porntshe switch. The VLANSs can also be configured t
accept tagged packets in tagged ports, strip the off the packets, and send the packets backtbat o
untagged ports. This allows a network administr&toset up the switch so he can support devicethen
network that do not support VLAN Tagged packetie Bdministrator can also set up the ports to disca
any packets that are tagged or to discard any pmathat are untagged based on a hybrid VLAN of both
tagged and untagged ports, and using the VLAN BgyFalter on the switch.

The 9000 Series switch also has the ability tovaltverlapping VLANs. Overlapping VLANs
gives the user the ability to have one or morespsinare two or more VLAN groups. For more inforionat
and examples on how this could be implemented plsas our website’s technical documents.

Rapid Spanning Tree Protocol

The rapid spanning tree protocol as specifiedEBH 802.1D-2004 is supported. One Spanning Tree
per a unit is supported. Besides a Spanning Tee®pAN is also supported.

The Rapid Spanning Tree Protocol (RSTP) supergbdeSpanning Tree Protocol (STP) which was
described in IEEE 802.1D-1998. The RSTP is usaxitdigure a simply connected active network
topology from the arbitrarily connected bridgesdiridged network. Bridges effectively connest jihe
LANSs to which their forwarding ports are attachd®brts that are in a blocking state do not forweaithes.
The bridges in the network exchange sufficientrimfation to automatically derive a spanning tree.

RSTP allows for much quicker learning of netwargdlogy changes than the older STP. RSTP
supports new and improved features such as ragmdition to forwarding state. RSTP also sendseut
BPDUs every hello time instead of just relayingthé&kSTP interoperates with older STP switches by
falling back to the older STP when the older BPRiuUs detected on bridge ports. The user can also
manually configure bridge ports to use the oldelP $hen desired.

SNMP Traps
The 9000 Series switch supports up to 5 SNMP Tragidds to which SNMP Traps will be sent.

The switch supports three standard traps; Linklilk Down, and Cold Start. SNMP Traps will be sent
all the stations configured on the switch if a gartk goes up or down, and when the switch firstvpos

up.
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IGMP Snooping

IGMP Snooping is enabled by default, and the swigdPlug and Playfor IGMP. IGMP snooping
provides intelligent network support for multicagiplications. In particular, unneeded traffic esluced.
IGMP Snooping is configured via the console andniébled, then operates dynamically upon each power
up. Also, there can be manual only or manual ajthiohic operation. Note that “static multicast grou
address” can be used whether IGMP Snooping is edaisinot.

IGMP Snooping will function dynamically without usmtervention. If some of the devices in the
LAN do not understand IGMP, then manual settings @ovided to accommodate them. The Internet
Group Management Protocol (IGMP) is a protocol firavides a way for a computer to report its makic
group membership to adjacent ‘routers’. In thisecdN-Tron 9000 series switches provideiter-like
functionality Multicasting allows one computer to send cont@nimultiple other computers that have
identified themselves as interested in receivirggdhginating computer's content. Multicasting banused
to transmit only to an audience that has joined (@ot left) a multicast group membership. IGMPsi@n 2
is formally described in the Internet EngineeringsK Force (IETF) Request for Comments (RFC) 2236.
IGMP version 1 is formally described in the InterBagineering Task Force (IETF) Request for Comment
(RFC) 1112. The 9000 series supports v1 and v2.

N-Ring

N-Ring is enabled by default, and the switchiPisg and Playfor N-Ring except that initially one
must enable an N-Ring enabled device to be therd-Rianager for a given N-Ring. Subsequently,
N-Ring operates dynamically upon each power upingJbl-Tron's proprietary N-Ring technology offers
expanded ring size capacity, detailed fault diagossand a standard healing time of 30ms. The NRi
Manager periodically checks the health of the NeRuia health check packets. If the N-Ring Manager
stops receiving the health check packets, it tim#sand converts the N-Ring to a backbone withim80
When using all N-Ring enabled switches in the riagjetailed ring map and fault location chart soal
provided on the N-Ring Manager’'s web browser. MeRstatus is also sent from the N-Ring Manager to
the N-View OPC Server to identify the health stadfishe ring. Up to 250 N-Ring enabled switches can
participate in one N-Ring topology. Switches thatnot have N-Ring capability may be used in anifgR
however the ring map and fault location chart cateoas detailed at these locations.
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TROUBLESHOOTING
1. Make sure th€) (Power LED) is ON.

2. Make sure you are supplying sufficient current hog version chosen. Note: The Inrush
current will exceed the steady state current by ~ 2X

3. Verify that Link LED’s are ON for connected ports.
Verify cabling used between stations.
5. Verify that cabling is Category 5E or greater f00Mbit Operation.

SUPPORT
Contact N-Tron Corp. at:
TEL: 251-342-2164
FAX: 251-342-6353
www.n-tron.com

FCC STATEMENT

This product complies with Part 15 of the FCC-A &l

Operation is subject to the following conditions:

(1) This device may not cause harmful Interference

(2) This device must accept any interference receiweduding interference that may cause

undesired operation.
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Web Software Configuration
Web Management

Enter the switch’s IP address in any web browser lagin to the web management feature of the
9000 Series.

d N-TRON - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help

: = E 3 2 _ o) =
ko Back & |ﬂ @ ") ,;.-]SEarch 5 Faworites &:1! (H~ g B -

s Address http: //192.168.1.201/

Default:

User Name:admin
Password:admin

A http://192.168.1.201/goform/deFaultPage - Microsoft Internet Explo...[= |[0]X]
File Edit Wiew Favorites Tools Help |"f
@Eack * d |1L] @ ,_;\' j' Search ‘f;? Favorites {f! ai .5_,_F 127 ._,| ﬁ ‘f;&

Address :sgj hitp://192. 168, 1,201 /gofor m/deFaultPage vl Go | Links ™
Google~ | v| [G search -~ §@ Sheszblocked ¥ check - Edoptions &

MN-TRON 9000 Series
logon x|
Enter User Mame and Password

System IP : 192.168.1.201
Fesource - N-TROM Switch

User name : | |

Password | |

[ 8].4 ][Cancel]

&] Dore ® Internet
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Web Management - Home

When the administrator first logs onto a 9000 Sesisitch the default home page will be displayed.
On the left hand side of the screen there is aofistonfigurable settings that the 9000 Series cwtill
support. This section of the manual will go thrbwgach and every choice listed on the left hanel sidhe
screen and explain how to configure those settingshe center of the main home page the admaictr
can see some basic information like what firmwaésion the switch is running. The firmware can be
upgraded at a later time in the field using TFTHFoP.

&) Mozilla Firefox

File. Edit ew History Bookmarks Tools  Help

Tl THOUSTREAL NETWOHN COMPANT

- @ Administration
Parts
Statistics ;
'\"IL A Product Information
Bridging
RSTE Product Name -- N-TROM 9000 Series

1GME. :
M=t Product Software Yersion-- 4.1.1

N_—Ring: Product Build Date --lun 26 2007 at 12:40:36
Eventlog :
:Fi_rmware}ft-trn'ﬁg_ Product CopyRight -- M-TROM Corp.

" Suppart ' Product URL - http: e wew n-tron.canm

W BPCL

@ Lizer Magmt

# LogicalView

@ Home

@ Config.
Help

@ | ogout

©Copyright 2005-2007
by M=TROMN Corp.
http: e n-tron. com

Dane
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Web Management — Menu Structure

To the left, there is a menu which is shown falpened below. The pages opened by each of the
individual selections are described in the reshisf section. The use of each of these pagesas al
described in this section. In most of the desioi, only the right side of the page is shown.

@ Ports
----- @ Configuration
----- @ Security
----- @ Intrusion Log
----- @ Mirroring
----- @ Trunking
- @ Statistics
@ Ports Statistics
@ Parts Utilization
E@ YLAN
@ Ingress Filter
@ YLAM Configuration
E-@ Bridging
@ Aging Time
@ Unicast Addresses
@ Multicast Addresses
E-@ pSTR
@ BSTP configuration
=@ IGME
@ Configuration
@ Show Group
@ Show Router
@ PBFilter Ports
E@ M-Yiew
@ Configuration
fiiis il Paorts
E-@ MN-Ring
@ Configuration
@ Status
@ Eventlog
@ Log Statistics
@ Show Events
- @ Firmware/Config
..... @ TETRP
fiiis il ETP
£ @ Support

@ Weh Site

@ E-mail
----- @ BPCL
----- @ User Mgmt
----- @ Logicalview
----- @ Home
----- @ Config
----- @ Help
----- @ Logout
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Administration — System

The System tab under the Administration categaitg kihe following information about the switch:
IP Address
Subnet Mask
Default Gateway
MAC Address
System Up Time
Name
Contact Information
Location

System Configuration View

IP Address 172.168.1.201
Submet Mask 255255 2550
Gateway 192.162.1.1
MAC Address 00:07:af00;c2:00
Sys Up Time 0 days:] howrsdl ming:20 secs
Mame HM-TREON Switch
Contact M-TECON & dmin
Location Iiobile, AL 36609

| Madify || Refresh |

By selecting the modify button you will be ablecttange the switch’s IP Address, Subnet Mask,
Default Gateway, Name, Contact information, andLibeation of the switch through the web management
features. It is recommended to change the TCRft®Prhation through the Command Line Interface (CLI)
initially, but it defaults to the following:

IP Address —192.168.1.201
Subnet Mask — 255.255.255.0

Default Gateway — 192.168.1.1

System Configuration

IP Address (197 1681201
NetMask | 255 2552550
Gateway 19216511
Name MN-TROM Switch
Contact | MN-TROM Admin
Location | Mobile, AL 36609

Update ][ Cancel ]
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Administration — SNMP

The SNMP tab under the administration category shavist of IP Addresses that act as SNMP
Traps. The Get, Set, and Trap Community Namealaceshown here.

Management Station Confisuration View

IP Address - Trap Sl 19216212

IP Address - Trap StmA2 Value Mot Confimared
IP Address - Trap StmA3 Value Mot Confimared
IP Address - Trap Stnbd Value Mot Confimared
IP Address - Trap S5 Value Mot Confimared
Get Community Name  public

set Community Name  private

Trap Comumunity Name public

| Modity | | Refresh |

By selecting the modify button you will be abledileange any of the fields listed. This allows the
user to set an IP address for an SNMP Trap or ehilgCommunity Names. Systems that are listethas
SNMP Trap will be sent basic networking changes eniadthe switch such as ports going down or being
linked. To restore a Trap to “Value Not Configureehter ‘0.0.0.0’.

Management Station Conficuration

IP Addvess - Trap Sin#1 | 192 165.1.2

IP Address - Trap Sin#2 “alue Mot Configured
IF Address - Trap Sm#3 |“alue Mot Configured
IP Address - Trap Stnéd “/alue Mot Configured
IF Address - Trap S5 |“alue Mot Configured
Get Community Mame | public

Set Community Name | private

Trap Community Mame  public

Update ][ Cancel ]
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Administration — Slots

The Slots tab under the administration categogmadlusers to change the configuration of the slots
that are populated in the 9000 Back Plane. Théckwnay not operate correctly if the slots are not
configured properly. You must click Update if yaish to keep the changes.

System Slot Configuration

St A S00ETH v
Slet B 004Fx  »
Slot C 002Fx  »
Slot D EMFTY

CPU St E| CPU & GFA »

[ Lpdate ” Cancel ]

Following the Update button, the user may be preahpd Save and Restart the switch in order for
changes to take effect. The switch will save tienmg configuration into the NVRAM and then cycle
power automatically. Once the switch comes badkerthe settings will be updated.

Save and Restart

Click to save and restari for changes to take effect.

Save & Bestan ]
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Ports — Configuration

The Configuration tab under the Ports category stitbw a detailed overview of all the active ports

on the switch. The overview will display the follmg information:
Port Number
Port Name
Admin Status
Link Status
Auto Negotiation State
Port Speed
Duplex Mode
Flow Control State
Back Pressure State
Priority State
Priority Level

RSTP State
PVID
Ports Configuration View
Port Port Admin Link Aute Port Duplex Flow Back Priority Priority RSTP PVID
Mo Mame Status Status Mego Speed Mode Conirol Pressure Siate  Level State
1 | Al Enable Down Enable 10 Half |Enable Disable Disable 1 Dizabled 1
2 | A2 Enahle Down Enahle 10 Half Enable Dizsable |[Disahkle 1 Disahled 1
3 | A3 Enahle Down Enahle 10 Half Enahle Disable Dizahkle 1 Dizsahled 1
4 | A4 Enable Down Enable 10 Half |Enable  Disable Disable 1 Dizabled 1
3 | A3 Enahle Down Enahle 10 Half Enable Disahle Disahkle 1 Disahled 1
6 | A6 Enable Down Enable 10 Half |Enable Disable Disable 1 Dizabled 1
7 | Bl Enahle Down Disable 100  Full  Enable Dizahle Disahle 1 Disahled 1
Z | BZ Enahle Down Disable 100 = Full | Enable Digahle Disahle 1 Disahled 1
9 | B3 Enable Down Disable 100  Full |Enable Disable Disable 1 Dizabled 1
10 | B4 [Enable Up Disable 100 Full | Enable Disable Disable 1 Forgrarding 1
1 - = = = = = = = = = = =
12 | -- - - - - - - - - - - -
13 | C1 Enable Down Disable) 100 Full | Enable Disable Disahkle 1 Disahled 1
14 | C2 [Enable Down Disable 100 Full | Enable  Disable Disable 1 Dizabled 1
15| -- - - - - - - - - - - -
la | -- = = = = = = = = = = =
7 - = = = = = = = = = = =
18 | -- - - - - - - - - - - -
1 R = = = = = = = = = = =
20 | -- - - - - - - - - - - -
21— = = = = = = = = = = =
22 - = = = = = = = = = = =
23 | - - - - - - - - - - - -
24 - = = = = = = = = = = =
25 El Enahble Down Disable 1000 Full Enable Disable Disable 1 Dizabled 1
26 | EX |[Enable Down Disable 1000 | Full | Enable | Disable Disable 1 Disabled 1
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Ports — Configuration, Continued...

The User can click on the Port Number to configeaieh port individually. This will allow the user

to change the port’s settings for the followinddee
Admin Status
Speed and Duplex
Flow Control
Back Pressure
State of Priority
Priority Level
PVID

Port Configuration for Port Al

Porxt Mame q Al
Admin Status :|Enable +

Speed and Duplex: Autonego v

E.ﬂ':"».l_Jtl:l negqo

Flow conirol :[10/Half

100/Half

Back Pressure :|10/Full
100/Full

State of Prioxity : Disahle
Priority Level :/1 +

PYID |1

Update ] [ Cancel ]
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Ports — Security

The Security tab under the Ports category wilkwshadist of all the active ports and the security
Lock State for each port.

Port Secunity Confisuration View
Port [Mame Lock State Port [Name Lock State

Al Disahle ) Disahle
A2 Dizable
A3 Dizahle
Ad Dizahle
AS Dizable
AR Dizahle
Bl Dizahle
EZ Dizable
B3 Disahle
B4 Dizable

- - El Digahle

1 Dizable EZ Dizable

Administrators can change the Port Security byrappet basis. If the Port is enabled through this
the port will be locked and will only allow known AC addresses to communicate through the port.
Unknown MAC addresses will be logged in the IntonsiLog.

Port Security Confisuration for Port Al

Enable : O

Disable : &

[ Update ][ Cancel ]
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Ports — Intrusion Log

The Intrusion Log tab under the Ports category shibw a list of intruders along with their MAC
addresses. The log will show what Port the intradeempted to access your network on and log ks
time when it occurred. The log can be easily édar

NOTE: This feature must first be enabled through@h.| before it will function in the web interface.

Intrusion Log

Port Mame Intruder Address Sysiem Time

Mo Intruder{s) Logged

Clear Log
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Ports — Mirroring

A mirroring port is a dedicated port that is configd to receive the copies of Ethernet frames that
are being transmitted out and also being receivdcbm any other port that is being monitored.

The Mirroring tab under the Ports category displdngsstatus including the list of Source Ports and
the Destination Port that the Sources are beingoneid to.

Port Murorng Confisuration View

Mirror Status Mot Confizured
Source Port List --
Destination Port --

[ Configure ][ Refresh ]

Following the Configure button, you can enable stegus of port mirroring and select source ports
and the destination port that the source portsheilinirrored to.

Configure Mirroring

Source Port List :

Destination Port : | A1 w

[ Update H Ca

NOTE: Since the gigabit ports cannot be destinatioports, they are not available on the pulldown
menu.
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Ports — Trunking

The Trunking tab under the Ports category dispéaiist of trunks configured on the switch and the

following details regarding each trunk:
Trunk ID
Trunk Name
Trunk Ports
Trunk State

Port Trunk Configuration View

No Trunk Configured
Trunk I Trunk Mame Trunk Poris Trunk State

[ Create ] [ Delete ] [State] [ Fefresh

By selecting the Create button, you can add a tguakp.

Trunl: Creation

TrunkID -1
Trunk Mame - |trunk.1

Port List - E1-EZ2

[ Lpdate ][ Cancel ]

NOTE: RSTP must be disabled in order to use the Trunkirgature.
N-Ring Managers cannot have trunking enabled.
A maximum of 4 ports of the same speed can conggitavalid trunk.
Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duptede. If a port is not linked, there could

be difficulty as to similar speed and duplex modegis best to
hard code speed and duplex mode for each trunkimdg] at both ends.
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Ports — Trunking, Continued...

Once the Trunk Group is created you will see tedanformation for that trunk group, but it should
have a disabled state by default.

Port Trunk Configuration View

Trunk I Trunk Mame Trunk Poris Trunk State
1 trunkl El-EZ Dizahble

[ Create ] [ Delete ] [State] [ Refresh ]

In order to enable the Trunk Group you need ttkabn the State Button above. The following page
should load asking for the Trunk ID and what thankr State is.

Trunk State Conficuration

TrunkID |1

Trunk State .| Enable w

[ Update ][ Cancel ]

NOTE: RSTP must be disabled in order to use the Trunkirgature.
N-Ring Managers cannot have trunking enabled.

A maximum of 4 ports of the same speed can congituvalid trunk.
Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duptede. If a port is not linked, there could
be difficulty as to similar speed and duplex modegis best to
hard code speed and duplex mode for each trunkiimd| at both ends.

Rev. 100807 page 35 of 143



Statistics — Port Statistics

The Ports Statistics tab under the Statisticggoayedisplays a list of MIB Parameters. Each port
has a separate counter for each parameter. Mas gsers the ability to see what kind of packedtgyaing
over which ports. At the bottom of each page fteport there are two buttons. Refresh will updhaé
statistics for that port number and Clear will teskthe counters for that port number.

Port |[B4

Statistics at Port no: B4

5.Mo Counter Type Value
1 TxOctets 5532011
2 TxDropped Packets 1]
3 TxBroadcast Packets 7
4 Txlulticast Packets | 22420
5 TxUnicast Packets 4137
A TxColisions 0
T Tz 3ingle Collision 1]
B |Tx Multiple Collision 1l
9 TxDeferred Transmit 0
10 |TxLate Collision 0
11 |[TxExcessive Collision 0
12 |TxFrame In Disc 0
13 |TxPause Packets 0
14 64 Packets 5407
15 a5 to 127 Packets 4737
1 128 to 255 Packets 18628
17 256 to 511 Packets al6
18 512 to 1023 Packets 562
12 1024 to 1522 Packets &0s
20 Bz Octets SATA3E

b
—_

Bz Dropped Packets 1]

22 BRxzBroadcast Packets = 472
23 Fx Multicast Packets 2l
24 Bz Unicast Packets 3836
25 PBxUndersize Packets 0
26 Bz Ovwversize Packets 1]
2T BxJabhers 0
28 |[Fx Alignment Errors 1]
20 PBx Good Octets SETHIE
30 Fx34& Changes 1]
31 BRxFC3 Errors 1]
32 [FxPause Packets 0
33 RxFragments 0
34 [Fx Excessive Disc Size 0
35 |Fx3ymbol Error 1]

Fefresh ] [ Clear]
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Statistics — Ports Utilization

The Ports Utilization tab under the Statistics gatg shows all the ports on the switch and will
display a bar graph showing the percentage of baltdweing used. These figures and bars are for a
general feeling of what the bandwidth usage isTrbla recommends the use of N-View in order to get a
precise bandwidth usage figure.

Port Utilization
Scale:
B
:IUU B
480 _ N -
Yoo BN i1 s linh in
¢ NN i B RN i
v20 HE__Ha B HRR a8 I
% Al AZ ASAd ABAGB1BZB3B4 - -- C1C2 - - == = w= e = = - - E1EZ2

Port Numbers
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VLAN — Ingress Filter

The Ingress Filter tab under the VLAN category sb@l the ports on the switch and if the Ingress
Filter Rule is enabled or disabled for each port.

VLAN Ingress Filter Configuration View
Port Name Ingress Filter Rule Port Name Ingress Filter Rule
Al Digahle C2 Dizahle
A2 Dizable
AT Digahle
& Dizable
A5 Digahle
Xl Dizable
El Digahle
B2 Dizable
B3 Dizahle
B4 Dizable
-- - El Disahle
1 Dizahle Ez Dizahle
| Madify || Refresh |

To change the Ingress Filter Rule simply click lba Modify button on the page above, select the port
number from the pull down menu that you wish to ifyodnd then choose to either enable or disable the
Ingress Filter Rule.

VLAN Ingress Filter Configwration

Port Mame

Ingress Filier Rule [

(i

NOTE: The Ingress Filter will automatically be turned ofor respective ports when tagged VLANSs are
created, but may not automatically turn off if yathange a tagged VLAN to a port based VLAN.
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VLAN — Port Based

The Port Based tab under the VLAN category showshal VLANs that are configured on the
switch and details about the VLANSs such as portlmens and tagged VLAN settings.

VLAN Configuration View
{"Click on VLA ID) number to modify the exmsting values ")
VLANID VLAN Name Untagged Pori(s) Tagged Pori(s) Mamt Port Admit Mirror Poxi

1 Default VLAN A1-Af6 B1-B4C1-C2E]-E2 -- TE= Al 1]

Total Mumber of vilans configured @ 1

|Add | | Delete || Refresh |

To add a VLAN simply click on the Add button on thage above and fill in the desired fields. The
example below would set up a basic port based Viid\borts A1-A6.

VLAN Creation

YLANID 2
VLAN Name vlang

Uniagged Port List | 41-4AF

Tagged Port List

Management Port | “YES +

Admit Al W
Mirror Port MM W

[ Update H Cancel ]

(See VLAN Configuration Examples on Page 138)

Note: When implementing overlapping VLANs, RSTP can ordg enabled on one of the VLANSs that is
overlapping others. RSTP can not be implementedaoiLAN that contains other VLANs within
that one. Changing anything on a VLAN will turn olRSTP on all VLANS as a precautionary
measure.
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VLAN — Port Based, Continued...

Now the page will display the new VLAN and movedtpAl-A6 from the default VLAN down to
vlan2 that was just created.

VLAN Configuration View
{"Clck on VLAN ID number to modify the exsting values ")

VLANID VLAN Name Untagged Pori(s) Tagzged Porib(s) Mamit Port Admit Mirror Poxi
Diefault YWLAN B1-B4,C1-02 E1-E2 TES Al 0

1
2 latd 21-A6 TES A1 1]

Total Mumber of vwlans configured - 2

|Add || Delete || Refrash |

To delete or remove VLANSs that are no longer warsietply click on the Delete button on the main

Port Based VLAN page. That button will load theypavhere the user can enter the VLAN ID that he or
she wishes to delete.

VLAN Deletion

YLANID 2

[ Update ][ Cancel ]

(See VLAN Configuration Examples on Page 138)

Note: When implementing overlapping VLANs, RSTP can ordg enabled on one of the VLANSs that is

overlapping others. RSTP can not be implementedaoiLAN that contains other VLANs within

that one. Changing anything on a VLAN will turn olRSTP on all VLANS as a precautionary
measure.

Rev. 100807

page 40 of 143



VLAN — Port Based, Continued...

Once the VLAN is deleted it will no longer appesr the main page and all the ports are now back
under the default VLAN. When a port based VLANcigated the PVID (Port VLAN ID) will change
automatically to be members of the new VLAN theg arpart of. If you delete this VLAN the PVIDs Wil
not automatically return to the default VLAN. Useshould keep this in mind when removing VLANS, and
may need to manual change the PVIDs for any affiegtets.

VLAN Configuration View
{"Clclk on VLAN ID number to modify the exsting values ")
VLANID VLAN Name Untagged Poris) Tagged Pori(s) Mzmit Port Admit Mirror Pori

1 Default VLAN A1-Af B1-B4C1-.C2E]-E2 -- TES Al 1]

Total Mumber of vlans confioured @ 1

|Add | | Delete | | Refresh |

(See VLAN Configuration Examples on Page 138)

Note: When implementing overlapping VLANs, RSTP can ordg enabled on one of the VLANSs that is
overlapping others. RSTP can not be implementedaoiLAN that contains other VLANs within
that one. Changing anything on a VLAN will turn oRSTP on all VLANS as a precautionary
measure.
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Bridging — Aging Time

The Aging Time tab under the Bridging category wliplay the currently configured Aging Time.
This page allows users to modify this variable &efrtheir needs.

Bridge Aging Time Configuration View

Agmg Tine : 20 Secs

| Modity || Refresh |

After selecting the Modify button the user will peesented with a page that allows the number to be
entered into and updated. The default aging tsr#0iseconds.

Bnidge Aging Time Confisuration

Aging Time : |20

Update ] [ Cancel ]
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Bridging — Unicast Addresses

The Unicast Addresses tab under the Bridging cayegdl display a list of MAC addresses that are
associated with each respective port number. ddmisbe used to statically assign a MAC addresssadoe
a single port on the switch.

Display Static Unicast MAC Address{es)
MAC Addvess Port Mame Mirroring

Iumber of Static Tnicast WMAC Addressies) 120

|Add| | Delete | | Refresh |

Following the Add button on the page above, theiathtnator must enter a valid MAC address and
associate it with a port number on the switch. @t administrator hits the Update button the ghan
will take effect instantly.

Add Static Unicast MAC Address

MAC Addves=s : |00:07:AF:00:00:00
Porxt MName DA W

Mirrvoring ;| Enable +

[ Update ] [ Cancel ]

Once a static MAC address has been added, it wildlibplayed in a list on the main page under
Unicast MACs tab.

Display Static Unicast MAC Address{es)
MAC Address Port Name Airroring
00:07 aft00:00:00 Al Enahle

HMumber of Static Tnicast MAC Address(es)is 1

|Add| | Delete | | Refresh |
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Bridging — Unicast Addresses, Continued...

Following the Delete button on the page aboveadministrator can select a static MAC address
from the list using a pull down menu. After seiegtthe MAC address the administrator needs tospites
Delete button on this page to remove the entry

Delete Static Unicast MAC Address

MAC Address :|| 00:07:af00:00:00

Mumber of BMAC Address(es) iz 1
[ Delete ] [ Cancel ]
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Bridging — Multicast Addresses

The Multicast Addresses tab under the Bridginggaty will display a list of Multicast Group
Addresses that are associated with respectivenpanbers. This may be used to statically assign a
Multicast Group Address access to a group of pmrtéhe switch.

Display Static Multicast Group Address{es)
Multicast Addvess Port List

Total Mumber of Static IWulticast Group Address(es) 120

|Add| | Delete | | Refresh |

Following the Add button on the page above, theiathtnator must enter a valid Multicast Group

Address and associate it with a port number ordristthe switch. Once the administrator clicks be t
Update button, the changes will take effect inggant

Add Static Multicast Group Address

RMulticast Address = | 01:07:AF00:00:00

Port List HIEN BT

[ Update ] [ Cancel ]

Note: If there are multiple ports on different VLANs, th®000 will apply the static multicast address to
the lowest VLAN-ID that is associated with one biet ports assigned to the static multicast address.
So if the lowest VLAN-ID contains all the ports ageed to the static multicast address (an

umbrella VLAN), it will function for all those pors with no problems. This can be achieved with
overlapping VLANS.
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Bridging — Multicast Addresses, Continued...

After adding a Multicast Group Address it will agpen the main list and will show the associated
ports that go along with that address.

Display Static Multicast Group Address{es)
Multicast Address Port List
01:.07:af:00:00:00 @ Al-Ad

Total Number of Static Multicast Group Address(es)is 1

|Add | | Delete | | Refresh |

Following the Delete button on the page above,atiministrator will be presented with a list of
Multicast Group Addresses that are configured @nstiitch. Using the pull down menu the administrat
should select the desired port to be removed. Thek on the Delete button at the bottom of thgepa

Delete Static Multicast Group Address

MAC Address | 01:07:af:00:00:00

[ Delete ] [ Cancel ]

Note: If there are multiple ports on different VLANSs, th8000 will apply the static multicast address to
the lowest VLAN-ID that is associated with one btietports assigned to the static multicast address.
So if the lowest VLAN-ID contains all the ports ageed to the static multicast address (an

umbrella VLAN), it will function for all those pors with no problems. This can be achieved with
overlapping VLANS.
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RSTP — RSTP Configuration

The RSTP Configuration tab under the RSTP categaltydisplay the RSTP information for the
first VLAN. Using the pull down menu at the toptbe page an administrator can choose which VLAN to
configure RSTP on. Once the VLAN is selected tthiaistrator may configure the bridge by clicking o
the Configuration button in the middle of the page.

BSTP on VLAN 1+

ESTP Root Bridge Configuration

Root Priovity Designaied Root  Path Cost Port Max Age Hello Time Forward Delay
32762 20:00:00:07:af00:c2:07 1] n 16 1 13

This Bridge Confizuration
Hello Time Forward Delay Max Age Priority RSTP Topology Topology

(Sec) (Sec) (3ec) Status Change Count
1 13 16 32768 Fast False 1]

The configuration screen for the VLAN that was poegly selected will look like the example
below. Here the administrator can make changds asithe Hello Time, the Forward Delay, the Max Age
the priority, and the Status of RSTP on that VLAN-ollowing the link for the view RSTP Port
Configuration at VLAN# the administrator or usemcsee the current RSTP status of the ports on that
VLAN.

Bridge ESTP Configuration for VLAN 1

Hello Tune =1

Forward Delay : (13

Max age ;|16
FPrionity | 32768
Status : | Fast ~

Clicke here to wew the ESTPE port Configuration at VLA 1

[ Update ] [ Cancel ]

NOTES:
1. Trunking must be disabled in order to use RSTP.
2. N-Ring Manager cannot have RSTP enabled.
3. RSTP & N-Ring are different modes and cannot havedundant links along those lines.
See the examples on the following sheet.
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RSTP — RSTP Configuration, Continued...

N-Ring Manager

=

Ja] | [OMe
o] |l

FE oit it
n- C
@)z
&l

>

N-Ring Member & '

Valid RSTP Ring Manage
Configuration

(N-Ring with Sub-RSTP Rings)
\'

I T |

NiIRON . , . 4 N-TRON . , . !
oz Jelalel, r 4 81X [elwmim)| o
e o | = B1 e

RSTPRing | RSTP Ring

N-IRoN NRON ., ., NTRON , , . ,
50397(27 061X [ole B i o ST ; =
e Sl 7 2 c1 B3 T B2 T

It is valid to have RSTP rings linked to non-N-Rigrts of active N-Ring Members, as above.

N-Ring Manager

e

i
L

17

N-TRON

= N-Ring Member &
- Invalid RSTP Ring Manag

Configuration .
(N-Ring with Sub-RSTP Rings) &

| NTRBR
|| 9000

oY ey

5

]5

(B8 B
[EXe)|
Ol [5%
G [=Xe)|

RSTP Ring with N-Ring segment

NTRON | . . , NTRON . ; : »
508TX gl e 508TX

= i ® o
B3 7,406 8 B2 PN

As marked above, it is not valid to expect RSTBlazk redundant N-Ring links nor for N-Ring to bkoc
redundant RSTP links.
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RSTP — RSTP Configuration, Continued...

Following the link for the view RSTP Port Configtion at VLAN# the administrator or user can
see the current RSTP status of the ports on thaN/LThis will show information such as the PathsCo
and the Port State. If the switch sees a redurmihtit will put the port with the highest PathsEmto
Blocking mode where it will discard packets comingn that port. In the below example, Bl is a

redundant port with port A2, therefore A2 is fordizag and B1 is discarding.

RSTP Port Configuration View for VLAN 1
FPort No Port Name Port State Path Cost | Priority | STP BPDU AuteEdge AdminFdge  Designated Bridge Designated Port
1 &l Dizabled 2000000 128 Ho Enabled | Disabled 00:00:00:00:00:00:00.00 0001
2 &2 Forerarding | 200000 128 Ha Enabled | Disabled 20:00:00:07:af00:c2:01 00:0z2
3 AT Digabled = 2000000 122 Mo Enabled | Digabled 00:00:00:00:00:00:00:00 0003
4 &4 Dizabled | 2000000 128 Ho Enabled | Dizabled 00:00:00:00:00:00:00.00 0004
5 &5 Dizabled = 2000000 128 Ho Enabled | Digabled 00:00:00:00:00:00:00:00 00035
=} A Dizabled | 2000000 128 Mo Enabled | Dizabled 00:00:00:00:00:00:00:00 0006
T El Dizcarding 200000 128 Hao Enahled | Disabled 20:00:00:07:af:00:c2:01 00:02
8 B2 Dizabled | 200000 128 Mo Enabled | Digabled 00:00:00:00:00:00:00:00 0008
9 B3 Dizabled = 200000 128 Ho Enabled | Disabled 00:00:00:00:00:00:00.00 0009
10 B4 Forerarding | 200000 128 Ha Enabled | Disabled 20:00:00:07:af00:c2:01 00:0a
11 -- -- -- -- -- -- -- -- --
12 -- -- -- -- -- -- -- -- --
13 1 Dizabled = 200000 128 Ho Enabled | Digabled 00:00:00:00:00:00:00:00 0o:0d
14 Cl Dizakled = 200000 128 Mo Enabled | Dizabled 00:00:00:00:00:00:00:00 000
15 -- -- -- -- -- -- -- -- --
16 -- -- - -- -- -- - -- -
17 -- -- -- -- -- -- -- -- --
18 -- -- -- -- -- -- -- -- --
19 -- -- -- -- -- -- -- -- --
20 -- -- -- -- -- -- -- -- --
21 -- -- -- -- -- - -- -- --
22 -- -- -- -- -- -- -- -- --
23 -- -- -- -- -- -- -- -- --
24 -- -- - -- -- -- - -- -
25 El Dizabled = 20000 128 Ho Enabled | Disabled 00:00:00:00:00:00:00.00 0o:19
26 E2 Disahled 20000 128 Mo Enahled | Disabled 00:00:00:00:00:00:00:00 0d:1a
<<Back ] [ Fefresh
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RSTP — RSTP Configuration, Continued...

If the administrator selects one of the ports anphevious screen he or she can change the Port’s
Path Cost, Port’s Priority and the status of Adidge and Auto Edge.

Port RSTP Confizuration for Port Al on VLAN 1

Port Path Cost : 2000000
Port priority ;128
Adwun Edge : | Disable +
Auto Edge : | Enahle +

Update ][ Cancel ]
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IGMP — Configuration

The Configuration tab under the IGMP category difiplay the IGMP basic configuration settings.
By default IGMP is enabled.

IGMP Confisuration View

IGMP Status Enahled
Query Mode Auto
Router Mode 2uto
Manual Router Poris

| Madify || Refresh |

Following the Modify button on the previous padee tadministrator will see a list of configurable
fields for the IGMP configuration. Once thesedilare filled in to meet the needs of the admiaistis
network the changes may be saved by clicking theatépbutton at the bottom of the page.

IGMP Conficuration
IGMP Status Enable +
Query Mode Auto |
Rouier Kode Auto e
Manual Router Poris
Router Add/Delete | Add w

Update ] [ Cancel ]
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IGMP — Show Group and Show Router

The Show Group tab under the IGMP category wilpldig a list of IGMP groups based on the
Group IP and the port number that it is associafttiul

IGMP Group View

239255255250 El 1 ‘

The Show Router tab under the IGMP category waptily a list of Auto-detected Router IPs and
the port numbers that they are associated with.

Auto-Detected Routers View

192 162.1 220 El
192.165.1 220 EZ
102.162.1 250 &1
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IGMP — RFilter

The ‘rfilter’ (Router Multicast Data Filter) function allows you to choose whether or not DATTAmes
with KNOWN group multicast addresses are sent & ‘tauter’ ports (links to other switches). Comtro
packets (Join, Leave) will be sent to the routerégjardless of this setting. “KNOWN?” is known from
dynamic IGMP Snooping operations.

The factory default is that the Router Multicastt®&ilter is enabled for all ports, so any routertg do
NOT get DATA frames with KNOWN multicast destinatiaddresses unless a join to a specific multicast
address has been received on that piwins over-ride an rfilter.

If rfilter is disabled router ports do get DATA frees with KNOWN multicast destination addresses

Rfilter can be set for individual ports: any, alt,none. For each port, rfilter will have an impaly if that
port is manually or dynamically chosen as a roptet.

Default configuration:

IGMP RFilter Configuration View
Port Mame RFilier State Port Mame RFilter State
Al Enahled 2 Fnahled
A Enahled 3 Enahled
A3 Enahled 24 Fnahled
Ad Enahled 5 Enahled
A5 Enahled C Fnahled
AR Enahled M Enahled
Bl Enahled D2 Fnahled
B2 Enahled D3 Enahled
B3 Enahled D4 Fnahled
B4 Enahled D5 Enahled
B3 Enahled Da Fnahled
BE& Enahled El Enahled
1 Enahled E2 Fnahled
| Modify || Refresh
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Modifying rfilter port settings:

IGMP RFilter Configuration

]| [ [=]f [&]{ (=]} [£]
S ] ] S]] (5]

<]

o
o
o
o

<] {[<]
<] [ (]} [<]

[ Update ][ Cancel ]
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N-Ring — Configuration

The Configuration tab under the N-Ring category digplay the N-Ring basic configuration setting3y
default N-Ring is in AutoMember mode and the N-Ragjngtime is 20 seconds.

N-Ring Configuration View

N-Ring Mode Autohlember

N-Ring Agingtime 20 Sz2conds

[ Modfy || Refresh |

Following the Modify button, the administrator wiee a list of configurable fields for the N-Ring
configuration, as below.

Modify N-Ring Configuration

N-RingMode  AutoMember
Port Sat

Show Fauli=

VLANID

Tagging

[ |pdate ][Cancel ]

The N-Ring Agingtime has a default of 20 seconds iarseparate from the Bridging Aging Time. N-Ring
Aging time is used for the whole switch if the sshitis an N-Ring Manager or becomes an active N-Ring
Member, and in either case N-Ring status includegftample:

“Switch is currently using N-Ring Aging Time = 28c®nds”

Once these fields are filled in to meet the neddeedadministrator’s network the changes may heddy
clicking the Update button at the bottom of thegpag

NOTES:

1. N-Ring Manager cannot have RSTP or Trunking enabled

2. RSTP & N-Ring are different modes and cannot hawedundant links along those lines. See the
examples in the RSTP configuration section.

3. Do not use Trunking on a switch that is directly #n active N-Ring.

4. Any one 9000 can only participate in one N-Ring.

5. N-Ring copper ports must be run at 100Mb full duglencluding the default ‘autonegotiate’ as long
as all switches in the ring support 100Mb full dugt.

Rev. 100807 page 55 of 143



N-Ring Configuration (continued)

The “N-Ring Mode” is one of three, as below:

Modify N-Ring Configuration

NRingMode| AutoMember  w

Manager
b o tolMember
Shom Faulte

Agingtime |20 |
VIAND |||

Tagging

[ |pdate ][Cancel ]

If N-Ring Mode is “Manager”, then a pulldown allowslection as available of ports A1 and A2, or Bd a
E2 as N-Ring ports.

Modify N-Ring Configuration

NRing i e

Port Set

Show Faults | LN _Pages Cnby w
Asiogie

vLaxD

Tagging Urtagged |»

[ |pdate ][Cancel ]
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N-Ring Configuration (continued)

If N-Ring Mode is “Manager”, then a pulldown allowslection of displaying N-Ring Summary Status on
all web pages or on N-Ring pages only:

Modify N-Ring Configuration

NRingode| Vanoger
Port Sat AlAAZ w

Show Fauletz | On M-Ring Pages Only  »

VLD
Tagging Urtagged »

[ |pdate ][Caru:el ]
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N-Ring Configuration (continued)
If N-Ring Mode is “Manager”, then VLAN ID can betde a unique vlan id (1 ~ 4094). Default is 1.

If N-Ring Mode is “Manager”, then a pulldown allovselection as to whether the N-Ring ports are
members of the VLANs Tagged or Untagged ports.aDiéfs Untagged.

Modify N-Ring Configuration

N-Ring Mode | Manager "
Port Set AlAAZ W

Show Faulez | On M-Ring Pages Only  »

Agingtime | [

VLANID 1

Tageing Untagged |+
Tagoed

[ |pdate ][Cancel ]

Once these fields are filled in to meet the neddeeadministrator’'s network the changes may heddy
clicking the Update button at the bottom of thegpag

NOTES:

1. Since VLANSs are implemented for security reasonsnad| as traffic flow, N-Ring only makes
minimal changes. It is up to the administrator emsure that VLANSs are configured correctly on the
N-Ring manager and all N-Ring members.

2. When the N-Ring manager and all N-Ring Members aredefaults, changing the N-Ring manager
to use a Tagged VLAN requires no user interactiandllow non-ring traffic to pass through the ring.
This works because changing to a Tagged VLAN doesmemove the ring ports from the default
VLAN.

3. When the N-Ring manager and all N-Ring Members aredefaults, changing the N-Ring manager
to use an Untagged VLAN other than VID 1, requirése administrator to add non-ring ports to the
N-Ring VLAN to allow non-ring traffic to pass throgh the ring. This occurs because the N-Ring
ports must be removed from VID 1 because an untagygert may only be a member of one VLAN.
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N-Ring — Status

The Status tab under the N-Ring category will digghe N-Ring status.

Below is an example of N-Ring Status from a swittldefaults (N-Ring Auto Member) that is not an N-
Ring Manager and has not become an “Active” N-Riegmber:

N-Ring Status View

Swatch s in Auto Member Detection Mode

Fefresh |

Below is an example of N-Ring Status from an “AetiN-Ring Member:

N-Hing Status View
switch 1z an I-Fing Member

M-Ring Manager Address
00:07: afffff:c0

Active N-Ring Ports
Al A1

switch 13 currently using M-Eing Aging Time = 20 Seconds

Fefresh |
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Below is an example of N-Ring Status from an N-Rius@nager with a healthy N-Ring:

Rev. 100807

N-Ring Status View

Switch is an N-Ring Manager, using N-Ring Aging €m 20 Seconds

Update Pause

| 6 Print...
Refresh everl ~ secs. " |

12 Active Members Detected In Current N-Ring (1i2amting)
Switch No MAC Address  IP Address  SubnetMask Name — Ports

RM 00:07:af:ff:e4:a0 192.168.1.227 |255.255.255.0 N-TRON Switch 2i
1 00:07:af:ff:ef:60 192.168.1.224|255.255.255.0 N-TRON Switch ii
2 00:07:af:ff:e6:a0 192.168.1.217 |255.255.255.0 N-TRON Switch ﬁi
3 00:07:af:ff:ef:80 1192.168.1.221|255.255.255.0 N-TRON Switch 2i
4 00:07:af:ff:e4:c0 192.168.1.241|255.255.255.0 N-TRON Switch ﬁi
5 00:07:af:ff:d5:e0 |192.168.1.229|255.255.255.0 N-TRON Switch 2i
6 00:07:af:ff:d7:00 192.168.1.228 255.255.255.0 N-TRON Switch ii
7 00:07:af:ff:e6:c0 |192.168.1.223 255.255.255.0 N-TRON Switch zi
8 00:07:af:ff:d5:20 1192.168.1.231 255.255.255.0 N-TRON Switch ii
9 00:07:af:ff:e5:e0 |192.168.1.238|255.255.255.0 N-TRON Switch 2i
10 00:07:af:ff:e3:cO0 |192.168.1.239|255.255.255.0 N-TRON Switch 2i
11 00:07:af:ff:d5:40 |192.168.1.230255.255.255.0 N-TRON Switch 2i
12 00:07:af:ff:e3:e0 192.168.1.215|255.255.255.0 N-TRON Switch 2i
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Below is an example of N-Ring Status from an N-Rutgnager with a faulted N-Ring. The red fields on
the N-Ring Map show problems. Ports that are melicate that the port is not linked. MAC addresbes
are red indicate that there is no communicaticthab switch. The red “Ring Broken” line shows wiéne
N-Ring is broken.

Rev. 100807

RM

10

12

6
Refresh ever;r secs.

Switch No MAC Address

00:07:af:ff:e4:a0

00:07:af:ff:ef:60

00:07:af:ff:e6:a0

00:07:af:ff:ef:80

00:07:af:ff:e4:cO

00:07:af:ff:d5:e0

00:07:af:ff:d7:00

00:07:af:ff:e6:c0

00:07:af:ff:d5:20

00:07:af:ff:e5:e0

00:07:af:ff:e3:cO

Update

Pause

N-Ring Status View

Switch is an N-Ring Manager, using N-Ring Aging €im 20 Seconds

Print... ‘

IP Address

192.168.1.227

192.168.1.224

192.168.1.217

192.168.1.221

192.168.1.241

192.168.1.229

192.168.1.228

192.168.1.223

192.168.1.231

192.168.1.238

192.168.1.239

11 - 192.168.1.230

Subnet Mask

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

Name

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

N-TRON Switch

00:07:af:ff:e3:e0 192.168.1.215 255.255.255.0 N-TRON Switch

The total number of Active N-Ring Members is unkmo{d 1 reporting)
Switch order may be incorrect and all switches matybe shown.

Ports
A2
Al
A2
Al
A2
Al
A2
Al

A2
Al

A2
Al

A2
Al

A2
Al

A2
Al

A2
Al

A2

Al
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In rare cases an N-Ring can have a “Partial Faditi.example of this is to have a break in just bioer in
a duplex channel fiber pair. The screenshot balogws N-Ring Manager Status when a ‘Higher’ N-Ring
Port (A2 or E2) is not receiving self health franadishe way around the N-Ring, though the othew(l

A1/E1) N-Ring port is:

N-Ring Partial Fault (A2 is not receiving self hibarom Al) |

N-Ring Status View
Switch is an N-Ring Manager, using N-Ring Aging €im 20 seconds

Print... ‘

Update Pause

6
Refresh ever;r secs.

0 Active Members Detected In Current N-Ring (O mtipg)

Switch No MAC Address IP Address Subnet Mask Name Ports

RM  00:07:af:00:b1:4/192.168.1.13 255.255.255. N-TRON Switct ﬁi

The screenshot below shows N-Ring Manager States\wHLower’ N-Ring Port (Al or E1) is not
receiving self health frames all the way aroundNkRing, though the other (high A2/E2) N-Ring pisrt

| N-Ring Partial Fault (A1 is not receiving self higadrom A2) |

N-Ring Status View
Switch is an N-Ring Manager, using N-Ring Aging €im 20 seconds

Pause

Update Print... ‘

6
Refresh ever;l secs.

0 Active Members Detected In Current N-Ring (O mipg)
Switch No MAC Address IP Address  Subnet Mask Name Ports

RM 00:07:af:00:b1:4/192.168.1.13255.255.255. N-TRON Switck ﬁi
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NView — Configuration

The Configuration tab under the NView category wikplay two basic variables for NView, the
status and the interval between packets.

NView Configuration View

NView Status Enabled

NView Imierval 5

| Madify || Refresh

Following the Modify button on the above examples administrator can modify the variable to
change the frequency with which NView reports infation. Increasing the interval will slow the upsla
rate. Decreasing the interval will allow NView teport more frequently. Additionally, you may Disalbr
Enable NView altogether.

Modify NView Configuration

MNView Status | Enable

M¥iew Interval |5

Update ][ Cancel ]
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NView — Ports

The Ports tab under the NView category will disp&alist of all the configured ports on the 9000
unit along with the ports transmitting multicastpats and MIB stats respectively.

NView Ports View

| Modify || Refresh |
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NView — Ports, Continued...

Following the Modify button on the previous examplbe administrator can modify these two
variables to enable or disable multicast out a&f gbrt and if MIB stats are sent out for those ort

Modify INView Ports

Multicast on Port? Send MIB Stats?

[ Update ” Cancel ]
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EventLog — Log Statistics

The Log Statistics tab under the EventLog categatlyshow a list of how many times a type of
event took place. On the bottom of the page itukhalso list the maximum log size which can be
modified. There are 5 types of events that theéd90ill categorize messages in. If the log levedes to 1,
the 9000 will log all 5 types of events. If thglevel is set to 5 it will only record the Critldgpes (the 5
level).

Event Log Configuration View

Total Mo of Frents :9
Fvent Type  Count

Informational 5
Warning 1
Minor ]
Sevete 3
Critical ]
Log Size 100
Log Level |1

| Madify || Refresh |

Following the Modify button on the previous examylee administrator can modify these two varialbes
adjust for how large he or she wants the log @lee and the log level.

Event Log Confiouration

Event Log Size :|100

Event Log Level : [1

Update ] [ Cancel ]
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EventLog — Show Events

The Show Events tab under the EventLog categorysidw a list of events that have occurred in
the order in which they occurred. There is a tste@mp for each event and they are categorized dy th
severity of the event.

Fvents View

5.No Code No Source Name  Severity FEvent Description Time Stamp
1 08 WNetworlePorts Informational Portl0 Link 00:00:00:00:26:05
2 99 HMetworkTorts  Sevete Portl0 Link Down 00:00:00:00:26:01
3 27 Eridging Warning | Entry does niot exists in the AET 00:00:00:00:1%:35
4 08 NetworlePorts Informational Port10 Link T 00:00:00:00:00:04
3 116 Image Loader Severe  Error connecting to control socket 00:00:00:00:53.09
] 08 WNetwotlePorts Informational Portl0 Link 00:00:00:00:12:00
7 99 MetworkPorts  Severe Portl2 Link Down 00:00:00:00:11:57
8 95  MetworkTorts Informational Portl2 Link TTp 00:00:00:00:00:05
a 08 WNetworlePorts Informational Port12 Link Tp 00:00:00:00:00:05

Total Mumber of Events Logged:9

Clear BEwents ][ Fefresh
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Firmware/Config — TFTP

The TFTP tab under the Firmware/Config categoryegithe administrator the ability to upload or
download a config file for a 9000 Series switchhisTgives administrators the ability to backup thei
configurations to a server offsite in case theydneereload their custom configurations at a |diere.
Administrators are also given the ability to flagte switch in the field allowing them to update the
firmware in the field without losing their curreodnfigurations and without having to send the baitk in
to N-Tron for updates in the future. It is impaitanot to cycle power on the switch or interrups thata
connection between the TFTP server and the switdlewou are flashing or uploading or downloading a
config file. The switch will not stop working ihts does occur, but the administrator will haveeivansfer
the file.

Firmware Dovwnload/Config Upload/ Trovwnload - TFTP

Server IP Address 19216512
File Mame config

Transfer Type Image Download |+

Firmware/Config through TFTP Status

Downloading the image through TFTP.....Please wait..

The Image has heen downloaded successfully......

Click to restart for changes to take effect.
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Firmware/Config — FTP

The FTP tab under the Firmware/Config category githee administrator the ability to upload or
download a config file for a 9000 Series switchhisTgives administrators the ability to backup thei
configurations to a server offsite in case theydngereload their custom configurations at a |diee.
Administrators are also given the ability to flagte switch in the field allowing them to update the
firmware in the field without losing their currecdnfigurations and without having to send the baitk in
to N-Tron for updates in the future. It is impaitanot to cycle power on the switch or interrups tihata
connection between the FTP server and the switdlewbu are flashing or uploading or downloading a
config file. The switch will not stop working ihts does occur, but the administrator will haveeivansfer
the file.

Firmyware Dovwnload/Config Upload/Download - FTP

User Name N0y mous

Password

Server IP 192.1681.2

File Mame config
Mode Binany

Transfer Type | [mage Download v

Firmnware/Config through FTP Status

Downloading the image through FIP.....Please wait..

The Image has been downloaded successfully......
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Support — Web Site and E-mail

If at any point in time you get confused or woukkladditional support directly from N-Tron, you
may visit N-Tron’s web site, or e-mail N-Tron ditery with the links provided for more information.

3 Mozilla Firefox
Edit

Eile Wisw  History  Bookmarks Tools  Help

THIE INCUSTREAL NETWIRH COMPANT /]

Administration
Forts -
Statiztics
WEAR
Bridging THE INDUSTRIAL NETWORK COMPANY
RS TR
IGMP :
; - N
H=Wiew ) o E -
Ll [Commmeghs” 7 sSupport & Service
Eventlog O]y
Firmware/Config SUPPORT |
Suppart i S IERNICK All N-TRON products carry a 1 year limited warranty that includes cross-shipment of a replacement
Web Site ‘PRODUC‘IS-- product to minimize downtime. Products are available directly from M-TRON, our netwark of Systems
_'E—.mail ] Integratars, Yalue Added Resellers, and our Catalog and Internet Partners.
-9 BRPCL | TECH| . iy
@ User Mgmt DOCS Click here to download the N-TROM Return Palicy in PDF format.
-+ @ LogicalView SALES : : :
8 | NFO™ Click here to download our RMAWarranty Serice Reguest form in POF farmat.
©@ Config. WHERE |, For additional information, contact us atthe address, email or phone nurmber below:;
<& Help TO BUY
~& Logout | IN Tﬂi_, M-TROHN Corp.

NEWS 820 5. Lniversity Bilvd.
Suite 4E
Mokile, Al 36609

phone: 251-342-2164

i Shop our New ] fax: 251-342-6353
Online Store E-Mail suppor@n-tron.com

©Copyright 2005-2007
by N=TROM Corp.
http/fwww. n-tron.com

o H-TRON Europe GmhH.
CONTACT | Alte Steinhauserstr 19
N-TRON ' G330 Cham ! Zg

Switzerland

phone: +41 41 740 6636
fax: Fax +41 41 740 6637

E-Mail petervukmirica@n-tron.com

Done
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BPCL — Broadcast Packet Count Limit Configuration

The BPCL link will display all the ports that arestalled in the 9000 Series unit and will list the
BPCL Percentage for each port. A modify buttoprsvided to change these fields.

Broadcast Packet Count Limit Configuration View
&1 &0 2 a0
Al 20 3 20
&3 &0 C4 a0
&4 20 C5 20
&5 &0 6 a0
A8 20 D1 20
El &0 D2 a0
B2 20 D3 20
B3 &0 D4 a0
E4 20 D5 20
B3 &0 Dié a0
Ba& 20 El 20
1 &0 E2 a0

| Modity | | Refrash |

Following the Modify button on the previous examplee administrator can modify the BPCL Percentage
for each port. The default BPCL is 80% for alltgor

Broadcast Packet Count Limit Configuration

Port Mame : Al v

BP CL Percentage : |50

[ |pdate ] [ Cancel ]
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User Mgmt — Adding Users

The User Management link will display a list of #ie users who have access to the management
features of the switch and their access permissions

Anthorised Users

Serial Mo User Mame Access Permission
1 adimin adimit

[Add][ Femove ][ Fefresh ]

Following the Add button on the previous examghe, administrator can add another user and
assign the user a username, a password, and ' pesenissions (user/administrator).

Add New User

Iser Mame Luser
Password (TYTYY

Access Permission| Lser

| Add || Cancel |

A page should display after the administratorkdlithe Add button stating that the user was
successfully added.

Status of Adding a New User

Mew User &dded Successfully

NOTE: There is a maximum number of 5 users per switch.sdd permissions have the right to view
switch configurations and to view current port seijs, but cannot make any changes to these
settings. Admin permissions have the right to clggnand view any switch configuration and to

change and view any current port settings.
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User Mgmt — Removing Users

In order to remove a user, simply click on the Reenbutton at the bottom of the page.

Anthorised Users

Serial Mo User Mame Access Permission
1 acdtrin adtrin

2 nuaer uaer

[Add” Femaowe ][ Fefresh ]

Following the Remove button on the last page, thmiaistrator can remove a user by entering in
the user’'s name and clicking the Remove button.

Femove an Existing User

User Name |user

[ Cancel H Remowe ]

A page should follow stating that the user was sssfully removed from the list.

Status of Removing an Existing User

User Removed from Existing List Successfully.,
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Logical View

The 9000 Web Management offers a logical viewhefgwitch. Here a user or administrator can see
a graphical depiction of the 9000 switch with thetalled modules that have been configured irPibrts
that are linked will turn green, while ports tha¢ aot linked will show up as black. The exampdtoly
shows only port 4 on the 9006 TX module is linkethe other ports are currently in the down statd (no
being used).

MN-TROM 9000 Series
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Configuration — Save or Reset

The Configuration section of the web managemergggan administrator the ability to save a
running configuration into the NVRAM. This stepriseded in order for the switch to remember any
changes after a power cycle.

The Reset Configuration button will reload N-Troféstory default configuration settings. Doingveidl
re-configure the 9000 Series switch to factory dia

In many cases it is desirable to restore factofgudes but retain the IP, Slot Configuration, Subd@sk,
and Gateway Address settings. A choice is providddis end.

Configuration Save or Reset

| Sawe Configuration | Click this butten to save the current configuration.

| Reset Configuration | Click this butten to restore all factery defaults.

[ Feset (Keep IP & Slots) ] Click thiz button to restore factory defaults except for Slots configuration, and IP, Subnet and Gateway addresses.
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Help — Overview

¥ Mozilla Firefox

File Edit Misw History Bookmarks Tools  Help

Overview

This Help provides information on configuring and monitoring the manageable
parameters of the dewvice.

The major software functions provided by the IN-TRON Switch
WehConsole are:
Services to user's requests - This finction of the software is responsible for
servicing the user requests remotely by using HTTP protocol
Graphical Representation - This function of the software shows the graphical
representation of the parameters of each port on the device

Controls in WebConsole
Button Field: 4 field that the user can press to perform operations.

oM Corp.
v, = Eron, Com

Radio Button: This field provides a list of choices for users to choose from.

T 1 1T 1 ooddad 11 e 1 ER ]

http:if192.168. 1,220/ goformfconsoleHelp

When the Help link is clicked on, you will see tle/erview page that will have some basic
definitions and more specific choices at the tophef screen. Although this page is not as detatethe
manual is, it gives you a basic feel for differédtures the 9000 offers.
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Help — Administration

¥ Mozilla Firefox

File Edit Miew Higtory Bookmarks Tools  Help

Administration

A dministration group is broadly divided into three categories
1. System Group 2 SHMP Group 3. Slots T

The System Group contains the following parameters.

IP address Containg the Configured TP Address of the
dewice.
Subnet Mask [Contans the Configured Subnet Iask of the
device.
Gateway Contams the Configured Default Gateway of the
dewice.
MAAL A A N Lo A H L ATETRe e, b

http:ff192. 168, 1. 220/goformihelpDescription?type=Administer

Selecting the Administration link on the help padke administrator or user can see some
information regarding the configuration optionstie Administration category on the left side of theb
management.
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Help — Ports

¥ Mozilla Firefox

File  Edit Bookmarks  Tools  Help

Yiew  History

Ports

Ports group is broadly divided into five categories
1. Configuration 2. Securntty 3. Intrusion Log 4. WMirrering 5. Trunlang

Port Configuration

Thiz Page shows all parameters(listed below) of each port in the switch
Port No This 15 the port index.
Port Name This field displays the name of the port.

Admin Status | Thiz configurable field displays existing status of
the port whether it is Enabled/Disabled.

Port Link Status|Current link state

http:if192. 168.1. 220fgoformhelpDescription?type=Forts

Following the Ports link on the help page, the adstiator or user can see some information
regarding the configuration options in the Portegary on the left side of the web management.
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Help — Statistics

¥ Mozilla Firefox

Edit

Eile

Wigw  History  Bookmarks Tools  Help

Statistics

Statistics group is broadly divided into two categories
1.Ports Statistics 2. Ports Utilization

Ports Statistics

Displays the MIB counters for a gven port, specified by the Port pull-down menu.
Clicking the Clear button will reset all counters for the given port.

Ports Utilization

Shows a bandwidth percentage graph of all the ports. The graph is scaled based on =5

the Scale mnll-dasin menn

<

Following the Statistics link on the help page, #tministrator or user can see some information
regarding the configuration options in the Statstategory on the left side of the web management.
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Help — VLAN

¥ Mozilla Firefox

File Edit Miew Higtory Bookmarks Tools  Help

VLAN

VLAN group is broadly divided in to two categories
1.Ingress Filter 2. VLAN Configuration
Ingress Filter
Ingress Filter Rule Ingress Filtering can be Enabled or Disabled for
each port. If enabled, recetved frames will be &
discarded if the frame's VID' does not match any
WLAN IDz associated with the port. This
wmplements IEEE 802 10 clause 8.6.
VLAN Configuration

VLAN ID This field display VLAN ID Mo The range should
be 1-4094

Using the VLAN link on the help page, the admiragbr or user can see some information regarding
the configuration options in the VLAN category & tieft side of the web management.
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Help — BPCL

¥ Mozilla Firefox

Edit

Eile

Wisw  History  Bookmarks Tools  Help

Broadcast Packet Count Limit

BPCL

Thus Page shows the percentage of broadcast packets that will be accepted
and forwarded.

Port Name Descriptive name for the port

BPCL [%]|This configurable field displays the Broadcast
traffic rate. The range should be 0-100, the
default 15 B0%.

The user can Modify the percentage on a particular port by clicking the Modify
button

l

Done

Using the BPCL the link on the help page, the adstrator or user can see some information
regarding the configuration options in the BPClegaty on the left side of the web management.
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Help — IGMP

¥ Mozilla Firefox

Edit

Eile Wisw  History  Bookmarks  Tools

Internet Group Management Protocol (IGMP)

IGMP group consists of four categories
1. Configuration 2. Show Group 3 Show Router 4. EFilter Ports

Configuration

IGMP Status Whether TGP 15 enabled or disabled. T
Query Mode Can be Auto, On or Of
Router Mode Can be Auto, Hone or Manual
MManual Router Ports Port or ports that are specified as router ports

manually.
Router Add/Delete |Either adds or deletes router ports to/from the

pott lists

Done

Following the IGMP link on the help page, the adstiator or user can see some information
regarding the configuration options in the IGMPeggtry on the left side of the web management.
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Help — Bridging

¥ Mozilla Firefox

File Edit Miew Higtory Bookmarks Tools  Help

Bridging

Bridging group i broadly divided mto three categones
1. Aging Tune 2. Unicast Addresses 3. Multicast Addresses

Aging Time

Aging Time This Configurable field displays the Agmng Time
for Dynamically Learned WAC Addresses The
mactive members will be removed from the
Hardware Address Entry Table after this tumne
pernod. The Aging Time range should be
5-1000000. The default aging time 1z 20 Sec.

hktp:if192.168.1, 220,|'g0F0rm,l'heIpDescrlpt|0n?type=Bri.dging

Using the Bridging link on the help page, the adstiator or user can see some information
regarding the configuration options in the Bridgoagegory on the left side of the web management.
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Help — RSTP

¥ Mozilla Firefox

File  Edit Bookmarks  Tools  Help

Yiew  History

Rapid Spanning Tree Protocol (RSTP)

The VLA pull-down men provides the selection for which VLA to configure =
the ESTP settings.

RSTP root bridge information
Root Priority  [Prionty of the oot Bridge

Designated root!The unique Bridge Identifier of the Bridge
recorded ag the Root in the Root Identifier
parameter of Configuration BPDTs transtatted
by the Designated Bridge for the LA to which
the Pott iz attached.

Path Cost The cost of the path to the root offered by the
Desighated Port on the LATT to which this Pott is

http:if192. 168, 1. 220 goformhelpDescriptionztype=R5TP

Using the RSTP link on the help page, the admatistror user can see some information regarding
the configuration options in the RSTP categoryhanléft side of the web management.
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Help — Event Log

¥ Mozilla Firefox

File  Edit Bookmarks  Tools  Help

Yiew  History

Eventlog

Ewentlog 15 divided in two categories
1 Log Statistice 2. Show Events
Log Statistics

Event Type Dizplays type of Event

1e.. Informational Warning, linor,Severe and
Critical

Informational  |Total Count of Logged Informational Events.
Informational Events reports normal operation.
Warning Total Count of Logged Warning Events. This type
of event prowides suspicious behavior that may or
may not affect the system.

Blinor Tetal (" mnt of Wliner Fusnte Thic auant tiree A

Diare

Using the Event Log link on the help page, the austiator or user can see some information
regarding the configuration options in the Evengjloategory on the left side of the web management.
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Help — Firmware/Config

¥ Mozilla Firefox

File  Edit Bookmarks  Tools  Help

Yiew  History

Firmware Download/ Config Upload/ Config Download - TFTP/FTP

TFTP

The firmware image can be downloaded onto the device (switch) using the TETP
protocol The configuration data can be uploaded from or downloaded onto the
device {(switch) using the TETP protocol

Server IP [P Address of the TFTP Server to which the
connection 15 to be established.

File Name Mame of the file to be stored or retrieved.

Transfer Type Type of transfer to be petformed It may be Image
Downloadiconfig Tpload/Config download. 3

Diare

Using the Firmware/Config link on the help page #uministrator or user can see some information
regarding the configuration options in the Firmw@&enfig category on the left side of the web
management.
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Help — Logical View

¥ Mozilla Firefox

File  Edit

Wigw  History  Bookmarks Tools  Help

Logical View
To wiew the logical (link up/link down) state of the ports, and the slot configuration.

The -+ indicates that the port Admin & link Status is Tp. The Black coler
indicates that the port Admin f link Status is Dowr.

hktp:if192.168.1, 22D,|'goForm,l'heIpDescription?type=Log.icalvi.ew

Using the Logical View link on the help page, tlimanistrator or user can see some information
regarding the configuration options in the Logi¢aw category on the left side of the web managdémen
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Help — User Mgmt

¥ Mozilla Firefox

Edit

Eile Wisw  History  Bookmarks Tools  Help

User Management

User management screen allows users to view, add and remove system user

accounts.
Authorized Users
Serial No TTzer table index
User Name Tser name string

Access Permission 4 user can have admun (readfwrte) or user

{read-only) privileges.

Done

Using the User Mgmt link on the help page, the auilstriator or user can see some information
regarding the configuration options in the User Mgategory on the left side of the web management.
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Help — N-View

¥ Mozilla Firefox

Edit

Eile

Wisw  History  Bookmarks Tools  Help

N-View

N-View 15 divided i two categonies
1. Configuration 2. Ports -

Configuration

N-View Status |Global N-View enable or disable

N-View Interval Global interval in seconds for autocasting IMIB
counters

Done

Using the N-View link on the help page, the adnimi®r or user can see some information
regarding the configuration options in the NViewegpry on the left side of the web management.
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Help — N-Ring

¥ Mozilla Firefox

History  Bookmarks  Tools  Help

File  Edit

Wiew

N-Ring

W-Ring 1z donded i two categories
1.Configuration 2. tatus

Configuration
N-Ring MMode Current N-Eing Mode of switch
Port Set Port Set used ifin IM-Bing Manager IMade

Show N-Ring Faults|Show I-Eing Faults on N-Eing or All Web
Pages if in M-Ring IManager IMode
M-Rine Acine Time | Aone Time Taed When Swatch Ts Actee Tn An

Done

Using the N-Ring link on the help page, the adntiater or user can see some information
regarding the configuration options in the N-Rimgegory on the left side of the web management.

Rev. 100807 page 90 of 143



Help — Others

3 Mozilla Firefox

File

Edit: Bookmarks

Wiew  Hiskory Tools  Help

This link leads to the

hitpofwrarw n-tron. comvhtmlisupport_serv himl
web site, which 15 the official web site of
W-TEON Corp., the developer of the switch
software

Support E-Mail: To zend any queries or suggestions to the support
tearn at M-TRON Corp., - the developers of the
switch software

Configuration Save or Reset: To save or reset the configuration data. This will
save the current configuration of the dewice to the
flash for fisture use.

Logout: To logout from the current session of

configuration/management through WebConsole.

The user may have to login again to statt a new
SESEI0N.

Support wehsite:

Dane

Following the Others link on the help page, the mistrator or user can see some information
regarding other links or categories on the leftchside of the web manager, as above.
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CLI Commands

Clear

Command Name

clear

Description

Clears the screen. The cleared screen showthemdgmmand-line
prompt and the cursor.

Syntax

clear

Parameters

None

Examples

N-TRON/Admin#[1]> clear
The entire screen will be cleared...

N-TRON/Admin#[2]>

NOTES

“?" (HELP)

Command Name

wyn

Description

Without <keywords>, this command will list all the availab
commands. This is the same as the default behavior ofhéfe
command.

If <keywords> is specified and if they match a specific comimame
usage of the command will be displayed; otherwise, if <keywor(
matches the prefix of a command(s), the name of the commanmiti(s
be listed.

If ?is preceded by anoth@rthe usage and description of this comm
will be displayed.

~

and

Syntax

?

<matched keywords ?
<command ?

Parameters

matched keywords

Prefixes of the command.

command

Name of the any command supported by CLI

Examples

N-TRON/Admin#[1]> ?
The above command displays all the available commands.

N-TRON/Admin#[2]> abcd ?
Unknown command supplied as parameter.

N-TRON/Admin#[3]> clear ?
Usage: clear

N-TRON/Admin#[4]> system ?
System/

N-TRON/Admin#[5]> ? ?

This displays the usage of?*as shown below
[<keywords>] ?

NOTES
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Top

Command Name top
Description Changes the context to the topmost (globed).| If already at the topmos
context, the command is simply ignored
Syntax top
Parameters None
Examples .
N-TRON/Admin#[1]system> show
N-TRON/Admin#[2]system/show> top
N-TRON/Admin#[3]> top
N-TRON/Admin#[4]>
NOTES
Up
Command Name up
Description Changes the context to the next higher Id¥already at the topmost
context, the command is simply ignored
Syntax up
Parameters None
Examples _
N-TRON/Admin#[1]> system show
N-TRON/Admin#[2]system/show> up
N-TRON/Admin#[3]system> up
N-TRON/Admin#[4]> up
N-TRON/Admin#[5]>
NOTES
Logout
Command Name logout
Description Logs out the user from a CLI session. In chagemote session, the
session will be terminated after the user is logged out.
Syntax logout
Parameters None
Examples N-TRON/Admin#[1] | t
- min ogou
- - [ Iocal
Hit <ENTER> to login: oca
NOTES
History
Command Name history
Description Lists all the commands in the history listth@ current session, identifyin
each command with a reference number.
Syntax history
Parameters —reverse
reverse the order of display to be the most recent entty fir
—maxsize
set the maximum no. of entries that will be maintainedénlist to
the given value.
—clear
remove all entries in the command history list.
Examples N-TRON/Admin#[1]> history
The above command displays previously entered commands.
NOTES
Rev. 100807
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Command Name

Description

Repeats the command in the history list idedtlfy <command-

reference>.

I — repeats the last command executed.

I<n> - repeats the command in the history list associated
with reference number <n>.

I<str> — repeats the most recent command that begins with
the string <str>.

Any non-whitespace characters that follow are appended to the

referenced command prior to its execution.

Syntax

l<n>

I<str>

Parameters

N

It is the reference number of the command from histoty lis
that has to be repeated.

str

The most recent command from the history list that begitis w
keywordstr.

Examples

N-TRON/Admin#[1]> !l
Referenced command is not in the history list.

N-TRON/Admin#[2]> 11
Referenced command is not in the history list.

N-TRON/Admin#(3]> !s
Referenced command is not in the history list.

N-TRON/Admin#[4]> whoami
admin  with privilege of Administrator

here comes the usage df ‘tommand
N-TRON/Admin#[5]> lw

whoami

admin  with privilege of Administrator

N-TRON/Admin#[6]> 12
The above command will execute the second command, which is
available in history list.

N-TRON/Admin#[7]> !system
The above command will execute the latest command in tbeyHist
that starts with system.

NOTES
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u$n

Command Name

$

Description This command copies the command identifiegfgyence number
<command no> from the history list into the next commiare
allowing the user to edit the command for corrections anghs.

Syntax $<n>

Parameters n
The reference number of the command in the history list
that has to be edited.

Examples
N-TRON/Admin#[1]> whoaim
As shown above the command whoaim was entered insteduaimi.
To edit the already entered command do as follows.
N-TRON/Admin#[2]> $1
N-TRON/Admin#{2]> whoaim
Now we can edit the command at the command prompt.

NOTES After entering ‘$1’ at the prompt, it displays tireviously entered
command.

Whoami

Command Name whoami

Description This command displays the current operatindenobthe user.

Syntax whoami

Parameters None

Examples eg.1l
N-TRON/Admin#[5]>whoami
admin  with privilege of Administrator
eg.2
N-TRON/User#[5]> whoami
user with privilege of User

NOTES

Ping

Command Name ping

Description To issue the ping request to a specified host.

Syntax ping <hostip-address> [count]

Parameters hostip-address

IP Address of the host to give the ping request.
count
Count the number of times to give the ping request (rarsf@.

Example .
ping 10.1.6.15
ping 10.1.6.15 10

Notes
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System Configuration Commands

Set Mode IP config

Command Name

system set modeipconfig

Description To set the IP address mode of the system
Syntax system set modeipconfigmanual|dhcp|bootp>
Parameters manual
Uses a static IP address scheme (default mode)
dhcp
Pulls an IP address from a DHCP server on the LAN
bootp
Pulls an IP address from a Bootp server on boot up
Example _ . ,
N-TRON/Admin#[1]> system set modeipconfig dhcp
NOTES Bootp is an older version of DHCP, DHCP is recontmdnfor a

dynamic address scheme.

Set IP/Subnet/Gateway Addresses of the system

Command Name

system set ip

Description

To set the IP address of the system

Syntax

system set ip<IP-address> <subnet>[ <gateway>]

Parameters

IP Address

The IP address of the system in dotted decimal notation
Subnet

The subnet of the above specified IP Address
Gateway

The gateway address of the system.

Example

N-TRON/Admin#[1]> system set ip 10.1.1.158 255.0.0. 0
N-TRON/Admin#[2]> system set ip 10.1.6.150
255.255.255.0 10.1.6.150

NOTES

The IP address should be a valid IP address (exgl@iiss D & Class
E type)

Get IP Address of the system

Command Name

system get ip

Description To display the IP/Subnet/Gateway addresses oletice
Syntax system get ip

Parameters None

Example N-TRON/Admin#[1]> system get ip

NOTES

Set System Name

Command Name

system set sysname

Description To set the system name
Syntax system set sysname<Name-of-the-system>
Parameters Name-of-the-system
The system name to be used
Example N-TRON/Admin#[1]> system set sysname N-Tron _
N-TRON/Admin#[2]> system set sysname “N-Tron Switch
Notes Please ensure to use “ “ for supplying argumentssyitbes

Get System Name

Command Name

system get sysname

Description To display the name of the system

Syntax system get sysname

Parameters None

Example N-TRON/Admin#[1]> system get sysname
System Name : N-TRON Switch

Notes
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Get Gateway Address of the System

Command Name system get gateway

Description To display the gateway address of the system
Syntax system get gateway

Parameters None

Example N-TRON/Admin#[4]> system get gateway

System Gateway Address  :192.168.1.1

Notes

Get Mac Address of the System

Command Name system get sysmac

Description To display the mac address of the device
Syntax system get sysmac

Parameters None

Example N-TRON/Admin#[1]> system get sysmac

System MAC Address : 00:07:af:00:00:00

Notes

Get Netmask of the System

Command Name system get netmask

Description To display the netmask/subnet of the device
Syntax system get netmask

Parameters None

Example N-TRON/Admin#[8]> system get netmask

System Subnet : 255.255.255.0

Notes

Get System Contact

Command Name system get syscontact

Description To get the contact person name of the device.
Syntax system get syscontact

Parameters None

Example N-TRON/Admin#[10]> system get syscontact

System Contact : N-TRON Admin

Notes

Set System Contact

Command Name system set syscontact

Description To set the contact details for the system
Syntax system set syscontact<Contact-for-the-system>
Parameters Contact-for-the-system

The details of the person to be contacted for this systemasia of
any queries or problems

Example N-TRON/Admin#[1]> system set syscontact admin@N-Tron.com
N-TRON/Admin#[2]> system set syscontact “Support Te am
Notes Please ensure to use “ “ for supplying argumentssyitbes

Get System Location

Command Name system get syslocation

Description To display the system location details.
Syntax system get syslocation

Parameters None

Example N-Tron/Admin#[1]> system get syslocation
Notes
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Set System Location

Command Name system set syslocation
Description To set the location details of the system
Syntax system set syslocation<Location-of-the-system>
Parameters Location-of-the-system
The details of where the system is located

Example N-TRON/Admin#[1]> system set syslocation “San Jose”

N-TRON/Admin#[2]> system set syslocation Hyderabad
Notes Please ensure to use “ “ for supplying argumentsspitbes

Get System Uptime

Command Name system get sysuptime

Description To get the uptime of the device.
Syntax system get sysuptime

Parameters None

Example N-TRON/Admin#[1]> system get sysuptime

System Up Time : 9 days:17 hours:8 mins:40 secs

Notes

Get Number of Ports present in the System

Command Name system get portcount

Description To get the number of ports present in thicdev
Syntax system get portcount

Parameters None

Example N-TRON/Admin#[1]> system get portcount

Notes

Set IP Address of an SNMP Management Stations

Command Name system set snmpmgmtip
Description To set the IP address of an SNMP managemeanhstat
Syntax system set snmpmgmtip<Station-number, IP-address>
Parameters Station-number
The SNMP management station number
IP-Address
The IP address of the SNMP management station in dottenaleci
notation
Example N-TRON/Admin#[1]> system set snmpmgmtip 2 10.1.5.10 0
N-TRON/Admin#[2]> system set snmpmgmtip 5 10.1.6.15 0
NOTES The IP address should be a valid IP address (exgli&iss D & Class
E type). To restore a Station Trap to “Value Not Configuremter
‘0.0.0.0.
Set SNMP Get Community name
Command Name system set snmpgetcommunity
Description To set the community name for performing smeh operation
Syntax system set snmpgetcommunityxCommunity-Name>
Parameters Community-Name
The name of the community to be used for performing snmpget
operation
Example N-TRON/Admin#[1]> system set snmpgetcommunity publi c
N-TRON/Admin#[1]> system set snmpgetcommunity “N-Tr on
Systems”
Notes Please ensure to use “ “ for supplying argumentssyitbes
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Set SNMP Set Community name

Command Name

system set snmpsetcommunity

Description To set the community name for performinggsehoperation
Syntax system set snmpsetcommunityxCommunity-Name>
Parameters Community-Name
The name of the community to be used for performing samps
operation
Example N-TRON/Admin#[1]> system set snmpsetcommunity priva te
N-TRON/Admin#[1]> system set snmpsetcommunity “N-
Tron_Systems”
Notes Arguments cannot have spaces. You can use an undérsganstead

of a space.

Set SNMP Trap Community hame

Command Name

system set snmptrapcommunity

Description To set the community name for raising sniap tr
Syntax system set snmptrapcommunity<Community-Name>
Parameters Community-Name
The name of the community to be used for raising snmp trap
Example N-TRON/Admin#[1]> system set snmptrapcommunity priv ate
N-TRON/Admin#[1]> system set snmptrapcommunity “N-
Tron_Systems”
Notes Arguments cannot have spaces. You can use an unddfsjanstead of

a space.

Show all configuration parameters

Command Name

system show config

Description

Displays the software version, the MAC addrs&gus of gigabit ports
and other switch information

Syntax

system show config

Parameters

None

Example

N-TRON/Admin#[32]system/show> system show config

System Configuration

Product Configuration : 9002CPU
Software Version 1411

MAC Address : 00:07:af:ff:d8:80
IP Configuration Mode : manual
System IP Address  :192.168.1.220
Subnet Mask : 255.255.255.0
Gateway Address :192.168.1.1
System Name : N-TRON Switch
System Contact : N-TRON Admin
System Location : Mobile, AL 36609
System Up Time : 0 days:0 hours:55 mins:59 secs

Total Number of Ports : 26

Port#1 - 24 : 10/100 Mbps Copper and/or 100
Mbps Fiber

Port # 25 : 1000 Base LX Transceiver

Port # 26 : 1000 Base LX Transceiver

Notes
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Show all configuration parameters related to SNMP manager

Command Name

system show snmpinfo

Description To show all the configuration parameters relatedrigp manager
Syntax system show snmpinfo
Parameters None
Example N-TRON/Admin#[33]system/show> snmpinfo
System SNMP Configuration :
IP Address - Trap Station#1 :192.168.1.2
IP Address - Trap Station#2 : Value Not Configur ed
IP Address - Trap Station#3 : Value Not Configur ed
IP Address - Trap Station#4 : Value Not Configur ed
IP Address - Trap Station#5 : Value Not Configur ed
SNMP Get Community Name : public
SNMP Set Community Name . private
SNMP Trap Community Name : public
Notes

System Restart

Command Name

system restart

Description To restart (reboot) the device

Syntax system restart

Parameters None

Example N-TRON/Admin#[1]> system restart
Do you Want to Restart the System Now: [y/n]y
Do you Want to Save the Configuration: [y/n]y

Notes
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User Management Commands

Show System Users

Command Name

system show users

Description Shows a list of users and their permissionihe system
Syntax system show users
Parameters None
Example N-TRON/Admin#[1]> system show users
Serial Username Access Permissions
1 admin admin
2 ntron user
NOTES

Add a System User

Command Name

system add user

Description To add a user to the system
Syntax system add userkusername> [access permission]
Parameters Username
A string of at least 3 characters and no more then 1%acteas
Access permission
“user” or “admin” permission rights
Password
Administrator will be prompted for a password of 3 to
characters in length.
Example N-TRON/Admin#[1]> system add user ntron user
Enter User Password :****
NOTES Users with User permissions can not make changes switoh, but

can view configuration settings and port settings. Usétls admin
permissions have the ability to change settings on the saitdhcan
add more users. There is a limit of 5 users per switdh any
combination of permissions.

Modify a User's Access Permissions

Command Name

system modify useraccess

Description To change a user’'s permissions
Syntax system modify useraccess <username> <access permission>
Parameters Username

The user’s username that is to be modified.

Access permission

“user” or “admin” permission rights
Example N-TRON/Admin#[1]> system modify useraccess ntron ad min
NOTES User must have admin permissions to use this command

Modify a User’s Password

Command Name

system modify userpassword

Description To change a user’s password
Syntax system modify userpassworgusername>
Parameters Username
The user’s username that is to be modified
Password
The new password for the user
Example N-TRON/Admin#[1]system/modify> userpassword ntron
Enter New Password :**+**
Confirm New Password :*****
Password has been modified successfully
Notes A user with user permissions can operate this commandyilb be
prompted for the old password before being promptedtier new
password.
Rev. 100807
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Remove a System User

Command Name

system remove user

Description To remove a user from the users list
Syntax system remove user <username>
Parameters username
The user’s username that is to be removed

Example N-TRON/Admin#[1]> system remove user ntron

Do you really want to delete the above user: [y/n]

User successfully deleted
Notes Only users with admin permissions can operatedhisnand.
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Image Loader Commands

Download Image through COM port

Command Name

image download

Description To download new firmware image through thealsgort on the switch.
Syntax image download

Parameters None

Examples N-TRON/Admin#[1]> image download

NOTES Uses XModem protocol when transferring the file. rlliRTrecommends

that you use TFTP or FTP when updating the firmware. T&PFTP
are both much faster.

TFTP Commands

Set the TFTP configuration parameter

Command Name tftp set
Description To set the TFTP configuration parameters TFTeBH° Address and
Remote File name.
Syntax tftp set serverparam <ip-address> <remote-file-name>
Parameters ip-address
TFTP Server IP Address in dotted decimal notation for
establishing the connection to transfer the file.
remote-file-name
Name of the remote fileér(cluding complete pajto be retrieved
from the TFTP Server.
Examples eg.l
N-TRON/Admin#[1]> tftp set serverparam 10.1.1.151
flash
eg.2
N-TRON/Admin#[1]> tftp set serverparam 10.1.1.151
/usr/local/tftp/flash
NOTES Please ensure that TFTP ServerlP is a valid IP Adolygsiaging it.

Show TFTP configuration parameters

Command Name tftp show

Description To display the present values of all the TFI&ed configuration
parameters.

Syntax tftp show

Parameters None

Examples N-TRON/Admin#[1]> tftp show

NOTES Displays the Server IP Address and Filename.

Download file from TFTP server

Command Name

tftp action get

Description To download a specified file from the TFEPRvsr.
Syntax tftp action get
Parameters None
Examples N-TRON/Admin#[1]> tftp action get
NOTES Check whether the server is up or not
Check that the connection is established.
Check if the file exists or not.
Check the number of bytes downloaded
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FTP Commands

Set Username

Command Name

ftp set username

Description To set the user name which will be used to logtie FTP server
Syntax ftp set username <Username>
Parameters Username
The user name for logging on to the FTP server

Example eg.l

N-TRON/Admin#[1]> ftp set username ntron

eg.2

NQ-JTRON/Admin#[l]> ftp set username admin
Notes The user name should be a valid one; else loggingrirRoserver will

fail.

Set Password

Command Name

ftp set password

Description To set the password for the above user name
Syntax ftp set password
Parameters Password
Password for the above user required to log into thedefrer
Example N-TRON/Admin#[1]> ftp set password
Enter the password : ******
Notes The password should be a valid one for the userjadging into the

FTP server will fail.

Set IP Address of FTP server

Command Name

ftp set serverip

11

Description To set the IP address of the FTP server to dxk fos establishing th
FTP connection for transfer of files/data
Syntax ftp set serverip <Server-IP-address>
Parameters Server-IP-address
The IP address of the FTP server in decimal dotted notéiio
establishing a FTP connection
Example eg.1l
N-TRON/Admin#[1]> ftp set serverip 10.1.1.100
eg.2
NgTRON/Admin#[1]> ftp set serverip 15.1.1.150
Notes The IP address of the FTP server should be a vaididifess (excludin

Class D & Class E types). The IP address should also ldéidaRiP
server IP in order to ensure successful connection estaigig.

Set Name of the Remote File

Command Name

ftp set remotefile

—

Description To set the name of the remote file which has tetieved from the
FTP server
Syntax ftp set remotefile <Remote-file-name>
Parameters Remote-file-name
Name of the file to retrieved from the FTP server includimg
complete path
Example eg.1
N-TRON/Admin#[1]> ftp set remotefile Flash
eg.2
N-TRON/Admin#[1]> ftp set remotefile /usr/locall/ftp /flash
Notes The file name (including the complete path) should tadidvame else
retrieval of the file would fail.
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Display FTP related configuration parameters

Command Name ftp show

Description To display the present value of all the FTRitedl configuration
parameters

Syntax ftp show

Parameters None

Example N-TRON/Admin#[1]> ftp show

Notes

Perform the configuration file transfer action

Command Name

ftp <get|put> config

Description To perform the desired File Transfer action d€eitpet or put). Ge
retrieves a remote file from the FTP server and put storesaafle at
the FTP server

Syntax ftp get config
ftp put config

Parameters Action-command

The desired File transfer action (either get or put)

Example eg.l
N-TRON/Admin#[1]> ftp get config
eg.2
N-TRON/Admin#[1]> ftp put config

Notes The action name should be either get or put

Perform the image file transfer action

Command Name ftp get image

Description To perform the desired File Transfer action. régieves a remote fil
from the FTP server

Syntax ftp get image

Parameters None

Example N-TRON/Admin#[1]> ftp get image

Notes Can only get an image from a server
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Port Manager Commands

Get the link state of a given port

Command Name

port get linkstate

Description This command is used to get the presentdiate of a given port.
Whenever there is an active connection, link state (operaticte) $
up; else link state is down.

Syntax port get linkstate <port-no>

Parameters port-no

Port number. (1 ~ 26).
Examples N-TRON/Admin#[1]> port get linkstate 3
Link state of [3] port is: [down]
N-TRON/Admin#[2]> port get linkstate 1
Link state of [1] port is: [up]
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Get admin status of the port

Command Name

port get adminstatus

Description This command is used to the get present atatus of a given port.
Adminstatus is used to enable or disable the port apesaeven thougl
there are active connections.

Syntax port get adminstatus <port-nc>

Parameters port-no

Port number. (1 ~ 26).
Examples N-TRON/Admin#[1]> port get adminstatus 4
Admin state of [4] port is: [enable]
N-TRON/Admin#{2]> port get adminstatus 9
Admin state of [9] port is: [disable]
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Set admin status of a port

Command Name

port set adminstatus

O =

Description This command is used to set the adminstatasgofen port to enable @
disable. If the adminstatus is disabled, the port canmaieps the receive
packets.

Syntax port set adminstatus <port-no><enable | disable

Parameters 1. port-no

Port number. (1 ~ 26).
2. adminstatus
adminstatus is either enable or disable.

Examples N-TRON/Admin#[1]> port set adminstatus 4 enable
N-TRON/Admin#[2]> port set adminstatus 8 disable

NOTES Check whethgrort-nois in the valid range. (1 ~ 24)
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Show port statistics

Command Name

port show stats

Description

This command is used to get the port stgtigif a given port for al
available counters.

Syntax

port show stats <port-no>

Parameters

port-no
Port number. (1 ~ 26).

Examples

N-TRON/Admin#[1]> port show stats 5

COUNTER TYPE ]

COUNTER NAME COUNTER VALUE

byteFrames 28072
64 byte Frames 272

64-127 byte Frames 24
128-255 byte Frames 43
256-511 byte Frames 43
512-1023 byte Frames 0
1024-1518 byte Frames 0
1519-1522 byte Frames 0

NOTES

Check whethgrort-nois in the valid range. (1 ~ 26)

Get total number of good frames received

Command Name

port get totalgoodframes

Description Gets the total number of good frames receivéleoswitch.
Syntax port get totalgoodframes
Parameters None
Examples eg.l
N-TRON/Admin#[1]> port get totalgoodframes
Total no of good frames: [12456]
NOTES

Get port speed

Command Name port get speed
Description Gets the port speed in megabits.
Syntax port get speedkport-nc>
Parameters port-no
Port number. (1 ~ 26

Examples N-TRON/Admin#[1]> port get speed 4

port speed of port no [4] is : [10]

N-TRON/AdmIn#[2]> port get speed 5

port speed of port no [5] is : [100]
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Set Port Speed

Command Name

port set speed

Description Sets the port speed of a given port.
Syntax port set speed<port-no><speed
Parameters port-no
Port number. (1 ~ 26)
speed
Speed of the port. Speed must either 10, 100, 1000 mepabggc.
Examples N-TRON/Admin#[1]> port set speed 5 10
N-TRON/Admin#[2]> port set speed 9 100
NOTES

Get the port duplex mode

Command Name

port get duplexmode

Description Gets the port Duplex mode (FULL _DUPLEX / HAIDUPLEX ) for a
given port number .

Syntax port get duplexmode<port-no>
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Parameters

port-no
Port number. (1 ~ 26)

Examples N-TRON/Admin#{1]> port get duplexmode 4
Duplex mode of [4] port is: [half]
N-TRON/Admin#[2]> port get duplexmode 23
Duplex mode of [23] port is: [full]
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Set the port duplex mode

Command Name

port set duplexmode

Description Sets the port duplex mode (HALF_DUPLEX / EUDUPLEX) for a
given port number.
Syntax port set duplexmode<port-no> <full | half>
Parameters port-no
Port number. (1~24)
full | half
Duplex mode of the port. Duplex mode must becei
FULL _DUPLEX or HALF_DUPLEX.
Examples N-TRON/Admin#[1]> port set duplexmode 4 full
N-TRON/Admin#[2]> port set duplexmode 4 half
NOTES Check whethgrort-nois in the valid range. (1 ~ 24)

Set the Lockstate of a given port

Command Name

port set lockstate

Description Sets the lock state of a given port to eitherlemaldisable. If the port loc
is enabled, the switch can process the data packets only fekedI®MAC
addresses. Other data packets will not be processed.

Syntax port set lockstate<port-no> <enable | disable>

Parameters port-no

port number (1 ~ 26)
enable | disable
Lock enable or disable

Examples N-TRON/Admin#[1]> port set lockstate 5 disable
N-TRON/Admin#[2]> port set lockstate 8 enable

NOTES Once the port is locked, all the MACs that are leapredhat port arg

treated as static MACs. This means the switch can processdhetg
from those MACs only. It will discard all packets fronther MACs.
Because the MAC is set for that port, it will only be adslbte via that
port.

Get Lock State

Command Name

port get lockstate

Description Gets the lock state for a given port.
Syntax port get lockstate <port-no>
Parameters port-no
port number (1 ~ 26).

Examples N-TRON/Admin#[1]> port get lockstate 6

LockState : [enable]

N-TRON/Admin#[2]> port get lockstate 24

LockState : [disable]
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Get Auto-negotiation State

Command Name

port get autonego

Description Gets the auto negotiation mode for a given po
Syntax port get autonegeport-no>
Parameters port-no
Port number (1 ~ 24).
Examples N-TRON/Admin#[1]> port get autonego 6
Auto negotiation mode is : [enabled]
N-TRON/Admin#[2]> port get autonego 24
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Auto negotiation mode is : [disabled]

NOTES

Check whethgrort-nois in the valid range. (1 ~ 24)

Set Auto-negotiation State

Command Name

port set autonego

Description

Sets the auto negotiation mode of a givent@@ither enable or disable.
the port auto negotiation mode is enabled, the switchwtamatically
adjusts it speed and duplex mode to the incoming speedigtekchode.

Syntax

port set autonego<port-no><enable | disable>

Parameters

port-no
port number (1 ~ 24)
enable | disable
Auto negotiation enable or disable

Examples

N-TRON/Admin#[1]> port set autonego 6 enable
Auto negotiation mode of port[6] is : [enabled]
N-TRON/Admin#[2]> port set autonego 24 disable
Auto negotiation mode of port[6] is : [disabled]

NOTES

Check whethgrort-nois in the valid range. (1 ~ 24)

Set Priority State

Command Name

port set prioritystate

Description Enables or Disables the Priority State on a@ebasis.
Syntax port set prioritystate <enable | disablesport-no>
Parameters port-no

port number (1 ~ 26)

enable | disable

Priority State enable or disable
Examples N-TRON/Admin#[1]> port set prioritystate enable 6
NOTES Check whethgort-nois in the valid range. (1 ~ 26)

Set Flow Control

Command Name

port set flowcontrol

Description Enable or Disable flow control (typically refés 100Base). When
enabled a pause frame will be sent to help control the flow.
Syntax port set flowcontrol <port-no><enable | disable>
Parameters port-no
port number (1 ~ 24)
enable | disable
Flow Control enable or disable
Examples N-TRON/Admin#[1]> port set flowcontrol 6 enable
NOTES Check whethgrort-nois in the valid range. (1 ~ 24)
Set Name
Command Name port set name
Description Changes the name of the port. This charljenly be visible in the CLI.
Syntax port set name <port-no><name>
Parameters port-no port number (1 ~ 26)
name A string that describes the port
Examples N-TRON/Admin#[1]> port set name 6 waterplant
NOTES This will be reset if you change a slot configorati
Set PVID
Command Name port set pvid
Description Set a port’'s VLAN-ID.
Syntax port set pvid <port-no><pvid-number>
Parameters port-no
port number (1 ~ 26)
pvid-number
The VLAN-ID number of the VLAN that this portilhbe a member of
Examples N-TRON/Admin#[1]> port set pvid 6 2
NOTES A port can be a member to several VLANSs, but canlwalg one PVID
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Set Backpressure

Command Name

port set backpressure

Description Enables or disables backpressure on a garénphis is normally used on
10Base setups and is a controlled by the hardware.
Syntax port set backpressure<port-no><enable | disable>
Parameters port-no
port number (1 ~ 24)
enable | disable
Backpressure enable or disable
Examples N-TRON/Admin#[1]> port set backpressure 6 enable
NOTES Check whethgrort-nois in the valid range. (1 ~ 24)

Set Intruderstate

Command Name

port set intruderstate

Description Enables or Disables the intruder log.
Syntax port setintruderstate <enable | disable>
Parameters enable | disable
Enable or disable the intruder log
Examples N-TRON/Admin#[1]> port set intruderstate enable
NOTES This must be enabled for the intruder log tpdoything.

Set Priority Level

Command Name

port set prioritylevel

Description Sets the priority level of a given port.
Syntax port set prioritylevel <port-no><level>
Parameters port-no

port number (1 ~ 26)

level

priority level (0 ~ 7)
Examples N-TRON/Admin#[1]> port set prioritylevel 6 7
NOTES Priority State should be enabled to use this feature.

Show Configuration

Command Name

port show config

Description Displays basic configuration settings on gpents.
Syntax port show config<port-no | all>
Parameters port-no | all
port number (1 ~ 26), you may enter all to see all thes@ardonce.
Examples N-TRON/Admin#[1]> port show config all
NOTES Check whethgort-nois in the valid range. (1 ~ 26)

Show Intruders

Command Name

port show intruder

Description Displays a list of MAC addresses that weteahowed on the network.
Syntax port show intruder

Parameters None

Examples N-TRON/Admin#[1]> port show intruder

NOTES Intruder log must be enabled before this willdagthing.

Show Link Utilization

Command Name

port show linkutilization

Description Shows the utilization statistics for all phoets including %bandwidth, %in
%out, RX bytes, and TX bytes for each port.

Syntax port show linkutilization

Parameters None

Examples N-TRON/Admin#[1]> port show linkutilization

NOTES %Bandwidth is the %in or %out value that is highet the average value|
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Get Flow Control

Command Name

port get flowcontrol

Description Displays the current flow control settiogsa given port.
Syntax port get flowcontrol <port-no>
Parameters port-no
port number (1 ~ 24)
Examples N-TRON/Admin#[1]> port get flowcontrol 6
NOTES Check whethgort-nois in the valid range. (1 ~ 24)
Get Name
Command Name port get name
Description Displays the name of a given port.
Syntax port get name<port-no>
Parameters port-no
port number (1 ~ 26)
Examples N-TRON/Admin#[1]> port get name 6
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Get State Of Priority

Command Name

port get stateofpriority

Description Displays the priority state of a given pamber.
Syntax port get stateofpriority <port-no>
Parameters port-no
port number (1 ~ 26)
Examples N-TRON/Admin#[1]> port get stateofpriority 6
Priority State of Port[6] is : [disabled]
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Get Intruder State

Command Name

port get intruderstate

Description Displays whether the intruder log is enabledisabled.
Syntax port get intruderstate
Parameters None
Examples N-TRON/Admin#[1]> port get intruderstate
Intruder Log : Disabled
NOTES

Get Priority Level

Command Name

port get prioritylevel

Description Displays the priority level on a given port.
Syntax port get prioritylevel <port-no>
Parameters port-no
port number (1 ~ 26)
Examples N-TRON/Admin#[1]> port get prioritylevel 6
Priority Level of Port[6] is : [1]
NOTES Check whethgrort-nois in the valid range. (1 ~ 26)

Get STP Status

Command Name

port get STP Status

Description Displays the Spanning Tree Protocol Stat#sginen port.
Syntax port get stpstatus<port-no>
Parameters port-no
port number (1 ~ 26)

Examples N-TRON/Admin#[1]> port get stpstatus 6

Stp state of [6] port is : [Forward]
NOTES STP states include: Listening, Learning, Blocking,ofwarding
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Get Back Pressure

Command Name

port get backpressure

Description Displays the backpressure information ovangport number (enabled of
disabled).
Syntax port get backpressure<port-no>
Parameters port-no
port number (1 ~ 24)
Examples N-TRON/Admin#[1]> port get backpressure 6
Back Pressure is DISABLED
NOTES Check whethgrort-nois in the valid range. (1 ~ 24)
Get PVID
Command Name port get pvid
Description Displays a given port’'s VLAN-ID.
Syntax port get pvid <port-no>
Parameters port-no
port number (1 ~ 26)
Examples N-TRON/Admin#[1]> port get pvid 6
PVID of port 6 is 4.
NOTES Check whethgort-nois in the valid range. (1 ~ 26)

Clear Counters

Command Name

port clear counters

Description Clears all the numbers in the counters forengdort. These are counter
for RX bytes and TX bytes and so on.
Syntax port clear counters <port-no>
Parameters port-no
port number (1 ~ 24)
Examples N-TRON/Admin#[1]> port clear counters 6
Counters of Port[6] are : [cleared]
NOTES This will clear all data in the port specific countéfhis data cannot be

recovered after this step.

Clear Intruder Log

Command Name

port clear intruderlog

Description This command will clear all intruders outhd intruder log.

Syntax port clear intruderlog

Parameters None

Examples N-TRON/Admin#[1]> port clear intruderlog

NOTES This will clear all data from the intruder log. §data can not be
recovered after this step.
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Trunk related commands

Enable or Disable Trunking

Command Name

trunk set <enable | disable>

Description To enable or disable the trunk that is alreagigted.

Syntax trunk set enable
trunk set disable

Parameters

Examples N-TRON/Admin#[1]> trunk set enable
Trunking is activated.

N-TRON/Admin#[1]> trunk set disable
Trunking is deactivated.

NOTES RSTP must be disabled in order to use Trunkiibtrunk ports must be al
the same speed and duplex mode. It is best to hard codeaspkéaplex
mode for each trunking link, at both ends.

Modify Trunk

Command Name trunk modify

Description To add new required ports to the trunkrdepto withstand high traffic.

Syntax trunk modify <port-list> [-name <trunk-name>]

Parameters port-list

Port numbers to be in the trunk.
trunk-name
Name given to a trunk
Examples N-TRON/Admin#[1]> trunk modify 1-4 -name trunkl
NOTES A maximum of 4 ports can be in a trunk. All trysdets must be at th

same speed and duplex mode. If a port is not linkedg theuld be
difficulty matching similar speed and duplex mode. Ibést to hard cod
speed and duplex mode for each trunking link, at botk.end

Create Trunk

Command Name

trunk create

[¢]

D

=)

Description To create a trunk. A trunk is used to get rharalwidth to withstand hig
traffic.
Syntax trunk create <port-list> [-name <trunk-name>]
Parameters port-list
Port numbers to be added to the trunk.
trunk-name
Name given to a trunk
Examples N-TRON/Admin#[1]> trunk create 4-7 —name trunkl
NOTES RSTP must be disabled in order to use Trunkigly 1 trunk can be
created per switch. A maximum of 4 ports can be in a tristhkrunk
ports must be at the same speed and duplex mode. Ifia pottlinked,
there could be difficulty matching similar speed and exphode. It is best
to hard code speed and duplex mode for each trunkikgalirboth ends.
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Delete Trunk

Command Name

trunk delete

Description To delete the trunk .

Syntax trunk delete

Parameters

Examples N-TRON/Admin#[1]> trunk delete
Trunk has been deleted.

NOTES

Show Trunk Information

Command Name trunk show

Description To show all the trunks information.

Syntax trunk show

Parameters None

Examples N-TRON/Admin#[1]> trunk show
|TRUNK NAME|TRUNK PORTS|TRUNK STATE |
[trunkl |2-4 | DISABLE |

NOTES
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Mirroring related commands

Set Mirror config

Command Name

mirror set config

Description To the mirroring feature of the switch, foeafied ports.
Syntax mirror set config <dest-port> <src-ports>
Parameters dest-port
Destination port is the snooper port ontocivtihe selected
source ports traffic is to be mirrored.
The gigabit ports cannot be destination ports
src-ports
List of ports to be monitored.
Examples N-TRON/Admin#[1]> mirror set config 1 2-5
NOTES A mirroring port is a dedicated port that is corféguto receive the copie

of Ethernet frames that are being transmitted out andoaisg received ir
from any other port that is being monitored.

Enable or Disable Port Mirroring

Command Name

mirror set <enable | disable>

Description Enables or disables network monitoring ot purroring. It treats sourc
port as the Ethernet port and the destination port as #&ariog port.
Syntax mirror set enable
Parameters None
Examples N-TRON/Admin#[1]> mirror set enable
mirror enabled
N-TRON/Admin#[1]> mirror set disable
mirror disabled
NOTES

Show Mirror config

Command Name mirror show

Description To show all the mirror information.

Syntax mirror show

Parameters None

Examples N-TRON/Admin#[1]> mirror show
| DEST PORT | SOURCE PORTS | MIRROR STATE |
|5 | 2-4| ENABLED |

NOTES
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VLAN Related Commands

Add VLAN Entry

Command Name

vlan add

Description

To create a Port based Virtual LAN

Syntax

vlan add <vlan id> <mgmt port>
-untagged <port mask> | -tagged <port mask>
[-name <vlan name>]
[-admit <tagged-only|all>] [-mirror <port-no>]

Parameters

vlan-id
Unique vlan id (2 ~ 4094).
mgmt port
Either 1 or 0. ‘1’ sets this vlan as a managemiant v
vlan name
Unique vlan name, which can be used to identify the
group. The name may include characters and numbers,
but should start with an alphabetic. Maximum hanof
characters must not exceed 25.
-untagged port mask
List of ports that are to be included under YHi&\N. Commas
can be used to separate individual ports (2,5,9)endnge can
be specified using a hyphen (10-15). The portaismcannot
exceed the maximum number of ports on the board.
-tagged port mask
Tagged port mask values can be specified in the samasithat of
an untagged port mask.
-admit
Allow tagged-only or all (untagged and tagged) peck
port-no
Optional parameter. Port number that data shouldipered to.

Examples

N-TRON/Admin#[1]> vlan add 2 1 —untagged 1-12 —name
vlan2 —admit all

N-TRON/Admin#[2]> vlan add 3 1 —tagged 13-24 —name
3" —admit tagged-only

“vlan

NOTES

Ensure that the ports included in the taggedlipbdo not exist in the
untagged ports-list field. Changing anything on a WLWill turn on
RSTP on all VLANS as a precautionary measure.

Show List of Configured VLAN

S

Command Name

vlan show config

Description Displays the list of configured VLANS

Syntax vlan show config

Parameters None

Examples N-TRON/Admin#[1]> vlan show config

NOTES It displays the information of the default viandfvlan is configured.

Display Information of a particular VLAN

Command Name

vlan get info

Description Displays the details of a particular VLAN.
Syntax vlan get info <vlan-id>
Parameters vlan-id
Vlan id of the existing vlan whose individual
configuration is required.
Examples N-TRON/Admin#[1]> vlan get info 2
vlan ID 12
vlan Name :“vlan 2”
port list 1 1-4,11
tagged port mask: 10-15
management port : NO
NOTES
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Modify an existing VLAN

Command Name vlan modify
Description Modifies an existing VLAN.
Syntax vlan modify <vlan id> <mgmt port>
-untagged <port mask> | -taggegbort mask>
[-name <vlan name>] [-admit <tgyed-only|all>]
[-mirror <port-no>]
Parameters vlan-id
unique vlan id ( 2 ~ 4094).
mgmt port
Management Port, yes or no (1 or 0).
-untagged port mask
List of ports that are to be included under YHi&\N.
Commas can be used to separate individual ports)(2,5,9
and the range can be specified using a hyphen {(10-15
The port numbers cannot exceed the maximum number
of port on the board.
-tagged port mask
Tagged port list values can be specified in the sameasviyat of
-untagged port mask.
vlan name
unigue clan name, which can be used to identify.
admit
tagged-only or all. Type of packets can enter the por
port-no
Optional parameter. Port number that data should twered to..
Examples N-TRON/Admin#[1]> vlan modify 2 1 —tagged 11-12 —na me
“newvlan2”
N-TRON/Admin#[2]> vlan modify 3 1-untagged 1-10 —na me
“vlan 3" —admit all
NOTES Changing anything on a VLAN will turn on RSTiRall VLANS as a
precautionary measure.
Delete VLAN
Command Name vlan delete
Description Removes an existing VLAN from the liscohfigured VLANS.
Syntax vlan delete<vlan-id>
Parameters vlan-id
Vlan id of the existing vlan which has to be deleted
Examples N-TRON/Admin#[1]> vlan delete 2
NOTES Please ensure that a port based vlan with the giaermdvexists. Changin

anything on a VLAN will turn on RSTP on all VLANS as @epautionary
measure.

J

Set VLAN as a management VLAN

Command Name

vlan set mgmtvlan

Description Enable or disable a Vlan as a management vlancatseonnect and
monitor the device activity of this VLAN.
Syntax vlan set mgmtvlan<vlan-id> <enable|disable>
Parameters vlan-id
Vlan id of the vlan
enable|disable
Enable or Disable management of the specified vlan.
Examples N-TRON/Admin#[1]> vlan set mgmtvlan 2 disable
NOTES Please ensure that the vlan with that vlan id alreadisexthanging
anything on a VLAN will turn on RSTP on all VLANS as eepautionary
measure.
Rev. 100807

page 117 of 143



Set VLAN to defaults

Command Name

vlan set default

Description Removes all the configured vlans and add alpdines under the Defau
vlan.

Syntax vlan set default

Parameters None

Examples N-TRON/Admin#[1]> vlan set default

NOTES Changing anything on a VLAN will turn on RSTiPall VLANS as a

precautionary measure.

Set VLAN Ingress Filter

Command Name

vlan set ingressfilter

[

Description Enables or Disables an inbound filter on sieelcgorts that will throw ou
any packet with the wrong VID in the VLAN tag on the paick
Syntax vlan set ingressfilter <enable|disable> <port-list|all>
Parameters enable|disable
Enable or Disable the filter on the a specified.port
port-list|all
Enter a specific port number list or specify all port
Examples N-TRON/Admin#[1]> vlan set ingressfilter enable 1-6
N-TRON/Admin#[2]> vlan set ingressfilter enable all
NOTES The ingressfilter will automatically be turned ontégyged ports.

Get VLAN Ingress Filter

Command Name

vlan get ingressfilter

Description Gets inbound filter info on specified ports.
Syntax vlan get ingressfilter <all|port-list>
Parameters all|port-list
Enter a specific port number list or specify all port
Examples N-TRON/Admin#[1]> vlan get ingressfilter 1-6
NOTES

Get VLAN info

Command Name

vlan get info

Description Displays the current state of the configutads.
Syntax vlan get info <vlanid>
Parameters vlanid
Enter a specific VLan ID
Examples N-TRON/Admin#[1]> vlan get info 1
NOTES
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Eventlog Related Commands

Get Eventlog count

Command Name

eventlog get count

Description To display the logged events count

Syntax eventlog get count

Parameters None

Examples N-TRON/Admin#[1]> eventlog get count
No. of events logged : 14

NOTES

Get Eventlog level

Command Name

eventlog get loglevel

Description To display the present log level
Syntax eventlog get loglevel
Parameters None
Examples N-TRON/Admin#[1]> eventlog get loglevel
Present log Level: 1
NOTES There are 5 levels or categories that events are classifiddevel 1 will

log all 5 types into the event log. Level 5 will log thie highest level
“Critical” in the event log. The log levels in order frdeast severe to
most critical are: Informational, Warning, Minor, SevereC#tical.

Get Eventlog size

Command Name

eventlog get logsize

Description To display the present log size

Syntax eventlog get logsize

Parameters None

Examples N-TRON/Admin#[1]> eventlog get logsize
Present Log Size: 100

NOTES

Set Eventlog level

Command Name

eventlog set loglevel

Description To set the log-level to a specified value fterfibut the raised events.
Syntax eventlog set logleveklevel>
Parameters level
The log level. The value is ranging from 1-5

Examples N-TRON/Admin#[1]> eventlog set loglevel 3

N-TRON/Admin#[2]> eventlog set loglevel 1

N-TRON/Admin#[3]> eventlog set loglevel 2
NOTES There are 5 levels or categories that events are classifiddevel 1 will

log all 5 types into the event log. Level 5 will log thie highest level
“Critical” in the event log. The log levels in order frdeast severe to
most critical are: Informational, Warning, Minor, SevereC#tical.

Set Eventlog size

Command Name

eventlog set logsize

Description To set the maximum number of events to iedsia the list.
Syntax eventlog set logsizesize>
Parameters size
The log size. Maximum number of events that candredst

Examples N-TRON/Admin#[1]> eventlog set logsize 100

N-TRON/Admin#[2]> eventlog set logsize 20
NOTES
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Show Eventlog events

Command Name eventlog show events

Description To display the logged events

Syntax eventlog show events

Parameters None

Examples N-TRON/Admin#[1]> eventlog show events
NOTES

Rev. 100807 page 120 of 143



Bridging Related Commands

Add Multicast MAC Address

Command Name

bridge add multicastmac

Description Adds a multicast mac address which is assoeited vian.
Syntax bridge add multicastmac<mac-address> <port-list>
Parameters mac-address

Multicast group address to be added to the bridge

port-list

Port numbers to which the multicast group is associated
Examples N-TRON/Admin#[1]>bridge add multicastmac 01:00:5e:0 3:01:18 4
NOTES If there are multiple ports on different VLANset9000 will apply the

static broadcast address to the lowest VLAN-ID that iscateal with one
of the ports assigned to the static multicast addres#. tf@olowest
VLAN-ID contains all the ports assigned to the static roait address (an

umbrella VLAN), it will function for all those ports Wi no problems. This

can be achieved with overlapping VLANS.

Delete Multicast MAC Address

Command Name

bridge delete multicastmac

Description Removes an existing multicast mac address.
Syntax bridge delete multicastmac<mac-address>
Parameters mac-address

Multicast group address to be removed to the bridge
Examples N-TRON/Admin#[1]> bridge delete multicastmac 01:00: 5e:03:01:18
NOTES

Add a Unicast MAC Address

Command Name

bridge add unicastmac

D

Description Adds a unicast mac address.
Syntax bridge add unicastmac <mac address> <port number>
[-mirror <didde|enable>]

Parameters mac-address

Unique unicast mac address.

port number

port number on which this mac is learned. The port numiost range

between 1 and maximum port numbers in switch.
Examples N-TRON/Admin#[1]> bridge add unicastmac 00-a0-ae-60 -3a-70 3

N-TRON/Admin#[2]> bridge add unicastmac 00-10-a1-33 -49-b5 6

NOTES
Delete Unicast MAC Address
Command Name bridge delete unicastmac
Description Delete an existing unicast mac address.
Syntax bridge delete unicastmacmac-address>
Parameters mac-address

Unigue unicast mac address.
Examples N-TRON/Admin#[1]> bridge delete unicastmac 00-a0-ae -60-3a-70
NOTES
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Display List of Configured Static MAC Addresses

Command Name

bridge show staticmac

Description To view the list of configure static mac addresses
Syntax bridge show staticmac <alljmulticast|unicast>
Parameters <all|multicast|unicast>
which set of static mac addresses to show
Examples N-TRON/Admin#[1]> bridge show staticmac all
N-TRON/Admin#[2]> bridge show staticmac multicast
N-TRON/Admin#[3]> bridge show staticmac unicast
NOTES

Set Aging Time

Command Name

bridge set agingtime

Description Sets the aging time for dynamically learned MA@ es$es of the chipset]
Syntax bridge set agingtime<aging-time>
Parameters aging-time
aging time to be set for stp.
Minimum aging time can be 5 seconds.
Default aging time is 20 seconds.
Maximum aging time is 1000000 seconds.
Examples N-TRON/Admin#[1]> bridge set agingtime 200
NOTES

Display Current Aging Time

Command Name

bridge show agingtime

Description Displays the current aging time.
Syntax bridge show agingtime

Parameters None

Examples N-TRON/Admin#[1]> bridge show agingtime
NOTES

Display Mac Address by port

Command Name

bridge show macbyport

per o

Description Displays all the MAC addresses associated witita p
Syntax bridge show macbyport<port-number|all>
Parameters port-number
The port number must range between 1 and the maximum nuifn
ports on the switch.
all
Display MAC addresses for all ports
Examples N-TRON/Admin#[1]> bridge show macbyport 6
NOTES

Display port by Mac Address

Command Name

bridge show portbymac

Description Display the port number to which the mac is@ated.
Syntax bridge show portbymac<mac-address>
Parameters mac-address
Unique unicast mac address.
Examples N-TRON/Admin#[1]> bridge show portbymac 00-a0-ae-60 -3a-70
NOTES

Display Mac count

Command Name

bridge show maccount

Description Displays the total count of the static mac addses
Syntax bridge show maccount

Parameters None

Examples N-TRON/Admin#[1]> bridge show maccount

NOTES
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IGMP Related Commands

Enable IGMP
Command Name igmp set enable
Description The igmp status is made to enable .
Syntax igmp set enable
Parameters None
Examples N-TRON/Admin#[1]> igmp set enable
igmp status is Enabled
N-TRON/Admin#[2]> igmp show config
Igmp : Enabled
Query Mode :auto
Router Mode :auto
Router Ports (Manual)
NOTES The status can be viewed through the igmp shovigoomihmand
Disable IGMP
Command Name igmp set disable
Description The igmp status is made to disable
Syntax igmp set disable
Parameters None
Examples N-TRON/Admin#[1]> igmp set disable
igmp status is Disabled
N-TRON/Admin#[2]> igmp show config
Ilgmp : Disabled
Querier : Enabled
Query Mode :auto
Router Mode :auto
Router Ports (Manual) :
NOTES The status can be viewed through the igmp shovigoomrihmand

Show IGMP config

Command Name

igmp show config

Description The igmp configuration is displayed
Syntax igmp show config
Parameters None
Examples N-TRON/Admin#[1]> igmp show config
Ilgmp : Disabled
Querier : Enabled
Query Mode :auto
Router Mode :auto
Router Ports (Manual)
NOTES This command is used to see the config previaeslpy the user

Show IGMP group

Command Name

igmp show group |

Description The igmp show group command is used walithe groups present in the
group list

Syntax igmp show group

Parameters None

Examples N-TRON/Admin#[1]> igmp show group
Grouplp PortNo VlanID
224.0.0.2 6 1
224.0.1.24 6 1

NOTES The group display is used to check that the grquymip no & vlan id werg
received correctly.

Rev. 100807

page 123 of 143



Show IGMP router

Command Name

igmp show router

Description The igmp show router command is used tdajighe auto-detected route
at present.

Syntax igmp show router

Parameters None

Examples N-TRON/Admin#[1]> igmp show router
Routerlp PortNo
192.168.1.150 5

NOTES The router display is used to check that the ropté&r port number wag

received correctly.

Set IGMP query mode

Command Name

igmp set gmode

Description Set the query mode of the switch to eitheofippr automatic.
Syntax igmp set gmode<off | on | auto>
Parameters off | on | auto

There are three different query modes; off, od,aro.
Examples N-TRON/Admin#[1]> igmp set gmode auto
NOTES Default: Auto

Set IGMP router port

Command Name

igmp set rtrport

Description Enable or disable a router port based ontaauge.
Syntax igmp set rtrport <port-range> <enable | disable>
Parameters port-range

enter a range of port numbers.

enable | disable

enable or disable the router port.
Examples N-TRON/Admin#[1]> igmp set rtrport 1-4 enable
NOTES

Set IGMP router mode

Command Name

igmp set rtrmode

rs

Description The igmp show router command is used tdajighe router group prese
in the group list

Syntax igmp set rtrmode <none | manual | auto>

Parameters none | manual | auto

There are three different router modes availablee hmanual, and

auto.

Examples N-TRON/Admin#[1]> igmp set rtrmode auto

NOTES Default: Auto
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Show IGMP rfilter mode

Command Name

igmp show rfilter

Description

The igmp show rfilter command is used to ldisphe rfilter status by
port(s).

Syntax

Usage: igmp show rfilter <all|port-list>

Parameters

port-list|all
Enter a specific port number list or specify all port

Examples

N-TRON/Admin#[22]> Igmp show rfilter all
N-TRON/Admin#[22]igmp/show> igmp show rfilter 5

Port No. IGMP RFilter

5 DISABLE
N-TRON/Admin#[6]igmp/show> igmp show rfilter 5-7

Port No. IGMP RFilter

5 DISABLE

6 DISABLE

7 DISABLE
N-TRON/Admin#[7]igmp/show>

NOTES

Default: enable

Set IGMP frfilter mode

Command Name

igmp set rfilter

Description The igmp set rfilter command is used to enabtiisable rfilter based on
port-range.
Syntax Usage: igmp set rfilter <enable|disable> <port-listjall>
Parameters enable|disable
Enable or Disable the filter on the a specified.port
port-list|all
Enter a specific port number list or specify all port
Examples N-TRON/Admin#[35]igmp/set> igmp set rfilter enable 5
IGMP RFilter enabled for port 5.
N-TRON/Admin#[36]igmp/set>
NOTES Default: enable
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N-Ring Related Commands

N-Ring get agingtime

Command Name

n-ring get agingtime

Description To display the N-Ring Agingtime of the devi
Syntax n-ring get agingtime
Parameters None
Example N-TRON/Admin#[1]> n-ring get agingtime
N-Ring Aging Time : 20
NOTES Default: 20 seconds and is separate from the Bgdgging Time.

N-Ring Aging time is used for the whole switch if theitsW is an
N-Ring Manager or becomes an active N-Ring Member.

N-Ring set agingtime

Command Name

n-ring set agingtime

Description Sets the aging time for dynamically learned M@i@resses of the chips
when in N-Ring Manager or Active N-Ring Member modes.
Syntax n-ring set agingtime<aging-time>
Parameters aging-time
aging time to be set for N-Ring.
Minimum N-Ring agingtime can be 5 seconds.
Default N-Ring aging time is 20 seconds.
Maximum aging time is 1000000 seconds.
Examples N-TRON/Admin#[1]> n-ring set agingtime 200
NOTES Is separate from the Bridging Aging Time. N-Ringiny time is used for

the whole switch if the switch is an N-Ring Manager or bee® an active

N-Ring Member.

N-Ring get webfault

Command Name

n-ring get webfault

Description To display the browser N-Ring fault reportingde.
Syntax n-ring get webfault
Parameters None
Example N-TRON/Admin#[1]> n-ring get webfault
N-Ring faults will be shown on N-Ring Web Pages onl y
NOTES

N-Ring set webfault

Command Name

n-ring set webfault

Description Sets the browser N-Ring fault reporting exod

Syntax n-ring set webfault <ring|all>

Parameters Ring or all

Examples N-TRON/Admin#[1]> n-ring set webfault all
N-Ring faults will be shown on All Web Pages

NOTES

N-Ring get interval

Command Name

n-ring get interval

Description To display the Self-Health Packet interval andexishreshold.
Syntax n-ring get interval
Parameters None
Example N-TRON/Admin#[1]> n-ring get interval
Self Health Packet interval is 1
Maximum Missed Packets is 2
NOTES Default: interval=1, missed=2
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N-Ring set interval

Command Name

n-ring set interval

Description Sets the Self-Health Packet interval and misseshibid.

Syntax n-ring set interval <interval> [missed]

Parameters interval andmissed

Examples N-TRON/Admin#[36]n-ring/set> n-ring set interval 1 3
Self Health Packet interval set to 1
Maximum Missed Packets set to 3

NOTES The interval is in 10 millisecond increments. Thissed threshold set
how many missed Self-Health Packets constitute a fault.
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N-Ring get mode

Command Name

n-ring get mode

Description To display the current N-Ring Mode.
Syntax n-ring get mode
Parameters None
Example N-TRON/Admin#[1]> n-ring get mode
N-Ring Mode : AutoMember
Port Set : 100
VLANID: 1
Tagging : Untagged
NOTES

N-Ring setmode

Command Name

n-ring set mode

Description

Sets the current N-Ring Mode. Sets ringsporlanid and tagging, i

manager mode.

i

Syntax

n-ring set mode <manager|automember|disable> [-rp <A|E>] [-vlani(

<id>] [-tagging <tagged|untagged>]

Parameters

manager|automember|disable
N-Ring mode
AlE

N-Ring ports, A for ports A1 and A2, while & foorts E1 and E2

id
Unique vlan id (1 - 4094). Default is 1.

tagged|untagged
Determines whether the N-Ring ports are membetedfLANs
Tagged or Untagged ports.

Examples

N-TRON/AdmIin#[3]> n-ring set mode automember
N-Ring Mode set to automember

Device is Going for Reboot....
N-TRON/Admin#{3]> n-ring set mode manager -rp A

N-Ring Mode set to manager

Port Set to be used is Slot A
N-Ring VLAN ID is set to: 1

N-Ring Tagging is set to: Untagged

Device is Going for Reboot....

NOTES

NOTE: N-Ring Manager cannot have RSTP or Trunking enabld.
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N-Ring show status

Command Name

n-ring show status

Description

Shows the current N-Ring status of the switEiManager, shows ring members. Shows if Automen

or active member. If active (manager or member) shows N-Ririg.p

Syntax

n-ring show status

Parameters

None

Examples

On an N-Ring Manager:
N-TRON/Admin#[1]> n-ring show status

Switch is in N-Ring Manager Mode
N-Ring OK

Port 1 | Port 2

1 ]2
No: | MAC Address | IP Address | Subnet Mask | Port1 | Port2

1 | 00:07:af:ff:f6:40 | 192.168.1.233 | 255.25 52550 |1 |2

On an N-Ring Active Member:
N-TRON/Admin#[1]> n-ring show status

Switch is a N-Ring Member
N-Ring Manager is 00:07:af:ff:f6:cO

Port 1 | Port 2

1 | 2

On an N-Ring AutoMember (not active):
N-TRON/Admin#[2]n-ring/show> n-ring show status

Switch is in Auto Member Detection Mode

NOTES

N-Ring show switch

Command Name

n-ring show switch

Description From the N-Ring Manager, shows info ab@wtiech on the N-Ring.
Syntax n-ring show switch<MAC ADDRESS>
Parameters <MAC ADDRESS>
Examples N-TRON/Admin#[12]n-ring/show> switch 00:07:af:ff:f6 40
Information for 00:07:af:ff:f6:40
Name : N-TRON Switch
Location : Mobile, AL 36609
Product Name : N-TRON 9000 Series
Product Version : 4.1.1
IP Address  :192.168.1.233
Subnet Mask : 255.255.255.0
N-Ring Port1 :1
N-Ring Port2 :2
N-TRON/Admin#[13]n-ring/show>
NOTES
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N-Ring set keepalive

Command Name

n-ring set keepalive

Description Set timeout after which an N-Ring member dndlp back to RSTP mod
on the N-Ring ports after loosing communication with BhRing manager,
Syntax n-ring set keepalive<timeout>
Parameters timeout
Timeout in seconds
Examples N-TRON/Admin#[10]n-ring/set> n-ring set keepalive 4 0
Keep-Alive Timeout set to 40
NOTES Default is 31 seconds

N-Ring get keepalive

Command Name

n-ring get keepalive

Description Get timeout after which an N-Ring member diitip back to RSTP mod
on the N-Ring ports after loosing communication with hRing manager,
Syntax n-ring set keepalive
Parameters None
Examples N-TRON/Admin#[10]n-ring/get> n-ring get keepalive
Keep-Alive Timeout is 31
NOTES

Configuration Related Commands

Save Configuration

Command Name config save

Description The configuration will be saved to the flash.
Syntax config save

Parameters None

Examples N-TRON/Admin#[1]> config save

NOTES

Load Default Configuration

Command Name

config erase

Description This command is useful to erase the corgignn data
Syntax config erase
Parameters None
Examples N-TRON/Admin#[1]> config erase
Load Factory Default Setting. [y/n]y
Factory Default Configuration Successfully loaded
Restart the switch to effect this change
NOTES This command will reset all configurable fields baxkhe default setting

that the switch shipped with. This will change the IPrassl back td
192.168.1.201 and will change the slot configurationshef 9000 to all
9006TX modules and no gigabit fiber ports.

Configuration Upload

U7

Command Name config send
Description The configuration on the flash is grouped i file and sent to the tft
server.
Syntax config send<Server-IpAddress> <File-Name>
Parameters Server-lpAddress
IP Address of the TFTP Server, to where the switetiiguration data
will be uploaded.
File-Name
Name of the file to be saved as.
Examples N-TRON/Admin#[1]> config send 10.1.6.151 config
NOTES The ip address should be the valid tftp serverdipead ,and the target tfi
server should be running.
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Configuration Download

Command Name

config receive

ne

Description The file name mentioned will be downloaded ftoenserver and the san
configuration is overwritten to the flash.
Syntax config receive<Server-IpAddress> <File-Name>
Parameters Server-IpAddress
IP Address of the TFTP server, from where theigardtion data to be
retrieved.
File-Name
Name of the file to be retrieved.
Examples N-TRON/Admin#[1]> config receive 10.1.6.151 config
NOTES The ip address should be the valid tftp server ipeaddand the target tftp
server should be running. 1
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Rapid Spanning Tree Protocol Related Commands

Set RSTP Admin Edge

Command Name

rstp set adminedge

Description Sets the Adminedge value of a port in a Vlan.
Syntax rstp set adminedge<vlan id> <port no> <status>
Parameters vlan id
Vlan Id containing the port for which the adminedgt be set.
port no
Port number in the Vlan to be set.
status
Status of the adminedge of the port to be set.
Values of “enable” and “disable” are valid
Examples N-TRON/Admin#[1]> rstp set adminedge 1 1 disable
N-TRON/Admin#[2]> rstp set adminedge 2 2 enable
NOTES

Get RSTP Admin Edge

Command Name

rstp get adminedge

Description Gets the Adminedge value of the given pdhérgiven Vian-Id.
Syntax rstp get adminedge<vlan id> <port>
Parameters vlan id
Vlan Id containing the port for which the adminedg® be viewed .
port
Port for which the adminedge value is to be viewed .
Examples N-TRON/Admin#[1]> rstp get adminedge 1 1
N-TRON/Admin#[2]> rstp get adminedge 2 2
NOTES

Set RSTP Auto Edge

Command Name

rstp set autoedge

Description Sets the Autoedge value of a port in a Vlan.
Syntax rstp set autoedge<vlan id> <port-no> <status>
Parameters vlan id
Vlan Id containing the port for which the autoedgto be set.
port-no
Port number in the Vlan to be set.
status
Status of the autoedge of the port to be set.
Values of “enable” and “disable” are valid
Examples N-TRON/Admin#[1]> rstp set autoedge 1 1 disable
N-TRON/Admin#[2]> rstp set autoedge 2 2 enable
NOTES

Get RSTP Auto Edge

Command Name

rstp get autoedge

Description Gets the Autoedge value of the given padtiérgiven Vian-Id.
Syntax rstp get autoedge<vlan id > <port>
Parameters vlan id
Vlan Id containing the port for which the autoedg® be viewed .
port
Port for which the autoedge value is to be viewed .
Examples N-TRON/Admin#[1]> rstp get autoedge 1 1
N-TRON/Admin#[2]> rstp get autoedge 2 2
NOTES
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Set RSTP Bridge Admin Status

Command Name

rstp set bridgeadminstatus

Description Sets the Bridge Admin Status of the giveanMD.
Syntax rstp set bridgeadminstatus<vlan id > <bridge adminstatus >
Parameters vlan id
Vlan Id for which the priority to be set.
bridge adminstatus
Status of the Bridge to be set.
Values of “fast”, “forcestp” and “disable” are valid
Examples N-TRON/Admin#[1]> rstp set bridgeadminstatus 1 disa ble
N-TRON/Admin#[2]> rstp set bridgeadminstatus 2 fast
NOTES

Get RSTP Bridge Admin Statu

S

Command Name

rstp get bridgeadminstatus

Description Gets the Bridge Admin Status of the givesmMd.
Syntax rstp get bridgeadminstatus<vlan-id >
Parameters vlan-id
Vlan Id for which the admin status is to be viewed .
Examples N-TRON/Admin#[1]> rstp get bridgeadminstatus 1
N-TRON/Admin#[2]> rstp get bridgeadminstatus 2
NOTES

Set RSTP Bridge Forward Delay

Command Name

rstp set bridgeforwarddelay

Description

To set the forward delay time for a given Mthn+orward Delay in STP
is the time a switch waits after connecting to a root bridgtgre he
changes the port state to forwarding from the listening eemhing states.
RSTP only uses this as a backup feature for legacy STP depjgpersu

Syntax

rstp set bridgeforwarddelay <vlan-id > <forwarddelay >

Parameters

vlan-id
Vlan Id for which the forward delay time to be set.

forwardelay
Forward delay Time to be set. The valid range of tmevdrd delay
time is (4.0 — 30.0) secs.

Examples

N-TRON/Admin#[1]> rstp set bridgeforwarddelay 1 6
N-TRON/Admin#[2]> rstp set bridgeforwarddelay 2 10

NOTES

Please ensure that the forwarddelay time and vlan id vateeslid. STP
switches can take up to 2x this figure before both tbhegwitch and the
STP switch changes the port modes into forwarding states.

Get RSTP Bridge Forward Del

ay

Command Name

rstp get bridgeforwarddelay

Description To get the Forward Delay Time of a given Vtan |
Syntax rstp get bridgeforwarddelay <vlan-id>
Parameters vlan-id
Vlan Id for which the forward delay time is to be visly

Examples N-TRON/Admin#[1]> rstp get bridge forwarddelay 1

N-TRON/Admin#[2]> rstp get bridge forwarddelay 2
NOTES Please supply a valid Vlan Index ( being greater thran ze
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Set RSTP Bridge Hello Time

Command Name

rstp set bridgehellotime

Description

To set the HelloTime for a given Vlan-Id.

With STP, Hello Time is the time intervals that the rbdtige sends ou
new BPDUs to the rest of the network. Other STP capaliteh®s will
forward these BPDUs along. With RSTP every RSTP capatilehswill
generate new BPDUs and send them out on every Hello Therdh

Syntax

rstp set bridgehellotime<vlan-id> <hellotime>

Parameters

vlan-id
Vlan Id for which the priority is to be set.
hellotime
Hello Time to be set.
The valid range of the Hello Time is (1.0-10.0)secs.

Examples

N-TRON/Admin#[1]> rstp set bridgehellotime 1 2
N-TRON/Admin#[2]> rstp set bridgehellotime 2 5

NOTES

Please ensure that the hellotime and vlan id values ate val

Get RSTP Bridge Hello Time

Command Name

rstp get bridgehellotime

Description To get the Hello Time of a given Vlan Id.
Syntax rstp get bridgehellotime<vlan-id>
Parameters vlan-id
Vlan Id for which the hellotime is to be viewed.
Examples N-TRON/Admin#[1]> rstp get bridge hellotime 1
N-TRON/Admin#[2]> rstp get bridge hellotime 2
NOTES Please supply valid Vlan Index ( being greater than) ze

Set RSTP Bridge Max Age

Command Name

rstp set bridgemaxage

Description To set the Max Age for a given Vlan-ld. R34#&x Age is the time the
switch waits after receiving a BPDU from the root bridge teetteclaring
that there is no longer a valid path to the root bridigeréfore he attempts
to become the new root bridge on the network). RSTPowill use this as
a backup feature, and to allow compatibility with oldePSievices.

Syntax rstp set bridgemaxage<vlan-id> <maxage>

Parameters vlan-id

Vlan Id for which the priority is to be set.
maxage
The Max Age to be set.
The valid range for maxage is 6.0-40.0 secs. (I[HEEL®)

Examples N-TRON/Admin#[1]> rstp set bridgemaxage 1 7
N-TRON/Admin#[2]> rstp set bridgemaxage 2 40

NOTES Please ensure that the max age and vlan-id are valid.

Get RSTP Bridge Max Age

Command Name

rstp get bridgemaxage

—

Description Gets the Bridge max age of the given Vlan-Id.
Syntax rstp get bridgemaxage<vlan-id >
Parameters vlan-id
Vlan ID for which the maxage is to be viewed.

Examples N-TRON/Admin#[1]> rstp get bridgemaxage 1

N-TRON/Admin#[2]> rstp get bridgemaxage 2
NOTES Please supply valid vlan Index ( being greater thax) zer
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Set RSTP Bridge Priority

Command Name

rstp set bridgepriority

Description

Sets the Bridge Priority. The root bridgete network will be the one
with the lowest bridge priority, or the lowest MAC addréshe priorities
are the same (as per IEEE 802.1D specification).

Syntax

rstp set bridgepriority <vlan-id> <bridge priority>

Parameters

vlan-id
Vlan Id for which the priority to be set.
bridge priority
Priority of the Bridge to be set.
The value should range between 0 and 65535. (aEREr802.1D
specification

Examples

N-TRON/Admin#[1]> rstp set bridgepriority 1 1000
N-TRON/Admin#[2]> rstp set bridgepriority 2 2000

NOTES

Ensure to use a valid range of Bridge priaitg Vlan Index (being greats
than zero)

Get RSTP Bridge Priority

Command Name

rstp get bridgepriority

Description Gets the Bridge Priority of the given Vlain-I
Syntax rstp get bridgepriority <vlan-id>
Parameters vlan-id
Vlan Id for which the priority is to be viewed .
Examples N-TRON/Admin#[1]> rstp get bridgepriority 1
N-TRON/Admin#[2]> rstp get bridgepriority 2
NOTES

Set RSTP Port Path Cost

Command Name

rstp set portpathcost

Description

To set the port path cost for a given jpottte given vlan id. STP and
RSTP use the path cost to determine which path to use tvbienare 2 or
more available paths that both have the same port priority.

Syntax

rstp set portpathcost<vlan-id> <port no> <pathcost>

Parameters

vlan-id

Vlan Id for which the pathcost is to be set.
port no

The portnumber for which the path cost is to be set.
pathcost

The path cost value to be set (1-200000000).

Examples

N-TRON/Admin#[1]> rstp set portpathcost 1 4 100
N-TRON/Admin#[2]> rstp set portpathcost 2 6 200

NOTES

Please supply a valid Vlan Index (being greater tha), zevalid Port
Number, and a valid path cost.

Get RSTP Port Path Cost

Command Name

rstp get portpathcost

D

Description To get the port path cost for a given pothe given vian id
Syntax rstp get portpathcost<vlan-id> <port no>
Parameters vlan-id
Vlan Id to which the port belongs.
port no
The portnumber for which the path cost is to be viewed
Examples N-TRON/Admin#[1]> rstp get port pathcost 1 4
N-TRON/Admin#[2]> rstp get port pathcost 2 6
NOTES Please supply a valid Vlan Index (being greater thajaret Port Number,
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Set RSTP Port Priority

Command Name

rstp set portpriority

Description

To set the priority of the port for a giyeort in the given vlan-id. STP an
RSTP use the port priority to determine which port sxelinto forwarding
mode when there are 2 or more ports to choose from.

Syntax

rstp set portpriority <vlan-id> <port no> <port priority>

Parameters

vlan-id

Vlan Id to which the port belongs.
port no

The portnumber for which the port priority iskie set.
port priority

The Port priority value to be set.

The valid port priority is 0-255.

Examples

N-TRON/Admin#[1]> rstp set portpriority 1 4 100
N-TRON/Admin#[2]> rstp set portpriority 2 6 50

NOTES

Please supply a valid Vlan Index (being greater thanaret®ort Number,
If the port priority is the same on both ports thenghch will resort to
the path cost to determine the best path.

Get RSTP Port Priority

Command Name

rstp get portpriority

Description To get the priority of the port for a givaort in the given vlan-id
Syntax rstp get portpriority <vlan-id> <port no>
Parameters vlan-id
Vlan Id to which the port belongs.
port no
The portnumber for which the port priority iskie set.
Examples N-TRON/Admin#[1]> rstp get portpriority 1 4
N-TRON/Admin#[2]> rstp get portpriority 2 6
NOTES Please supply a valid Vlan Index (being greater thajaret Port Number|
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Broadcast Packet Count Limit Commands

Get the Broadcast Packet Count Limit for one port

Command Name

broadcast get percentage

Description Displays the broadcast packet percentage fatieupear port.
Syntax broadcast get percentage&port-number>
Parameters port-number
The port number must range between 1 and the maximum yrotier
in the switch.
Examples N-TRON/Admin#[1]> broadcast get percentage 6
The BPCL for port number 6 is : 100
NOTES

Get the Broadcast Packet Cou

nt Limit for all ports

Command Name

broadcast show percentage

Description Displays the broadcast packet percentage foordd.
Syntax broadcast show percentage
Parameters None
Examples N-TRON/Admin#[1]> broadcast show percentage
Broadcast Percentage Value for Ports
Port# 1: 100 Port # 14 : 100
Port# 2: 100 Port #15: 100
Port# 3: 100 Port # 16 : 100
Port# 4: 100 Port# 17 : 100
Port# 5: 100 Port #18 : 100
Port# 6: 100 Port#19: 100
Port# 7: 100 Port #20: 100
Port# 8: 100 Port # 21 : 100
Port# 9: 100 Port #22: 100
Port#10: 100 Port# 23 : 100
Port# 11 : 100 Port # 24 : 100
Port#12: 100 Port# 25: 100
Port# 13 : 100 Port # 26 : 100
NOTES

Set the Broadcast Packet Cou

nt Limit

Command Name

broadcast set percentage

Description Sets the broadcast packet percentage forieuparport
Syntax broadcast set percentag&port-number> <%>
Parameters port-number
The port number must range between 1 and the maximum yrotier
in the switch.
%
The count limit should be in the range 0 to 100 and reptssthe
percentage.
Examples N-TRON/Admin#[1]> broadcast set percentage 4 100
NOTES Default is 80.
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VLAN Configuration Examples

Example 1- Basic understanding of port based VLANs

VLAN Configuration View

Ports Configuration View

.1 |Default VLAN A3-A6,B1-B6,C1-C6,D1-D| = . YES | Al | 0 1 A1 %
2 | VLAN-2 AL-A2 | - C YES Al 0 2 A2 2
3 A3 | 1
23 D5 | 1
24 | D6 | 1
Receiving | Tagged VID | Destination Transmitting | Notes
Port # in packet Address Port #s
Port Al Untagged MAC on port 2 Port A2 Unicast Traffic
Port Al Untagged Unknown MAC| Port A2 Floods VLAN 2
Port Al VID 4 MAC on port 2 Port A2 Strips VID offacket
Port A3 Untagged MAC on port 5 Port A5 Unicast Traffic
Port A3 Untagged Unknown MAC| Port A4-D§  Floods VLAN
Port A3 VID 4 MAC on port 6 Port A6 Strips VID offacket

Example 2- Basic understanding of tagged VLANs (Admit — Tag@ady)

| VIANSwaws Enabe 000
-——————

VLAN Configuration View

Ports Configuration View

L

1 Default VLAN| - |A3-A6,B1-B6,C1-C6,D1-DI  YES | TaggedOnll 0 1 AL m
1 2 VLAN-2 | - | A1-A2 . YES TaggedOnl 0 2 A2 | =

§ A3 *%
g D5 *%
% D6 *%

Receiving | Tagged VID | Destination Transmitting | Notes

Port # in packet Address Port #s

Port Al Untagged MAC on port A2 -- Packet Discarded

Port Al VID 2 MAC on port A2| Port A2 Unicast Traffic

Port Al VID 4 MAC on port A2| -- Packet Discarded

Port Al VID 2 MAC on port A5| Port A2 Floods VLAN 2

Port A3 Untagged MAC on port A1 -- Packet Discarded

Port A3 VID 1 MAC on port A6| Port A6 Unicast Traffic

Port A3 VID 1 Unknown MAC | Port A4-D6| Floods VLAN 1

Port A3 VID 4 MAC on port A8| -- Packet Discarded
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Example 3— Basic understanding of tagged VLANs (Admit —)All

VLAN Configuration View

VLAN Status Enable

Ports Configuration View

1 Default VLAN| 'A3-A6,B1-B6,C1-C6D1-DI  YES | Al | 0 1 AL
\ 2 VLAN-2 | AL-A2 | YES Al 0 2 A2 | =
3 A3 Kk
2_3 D5 *%
24 | D6 | *
Receiving | Tagged VID | Destination Transmitting | Notes
Port # in packet Address Port #s
Port Al Untagged MAC on port A2 Port A2 Adds VID®packet
Port Al VID 2 MAC on port A2| Port A2 Unicast Traffic
Port Al VID 4 MAC on port A2| -- Packet Discarded
Port Al VID 2 Unknown MAC | Port A2 Floods VLAN 2
Port A3 Untagged Unknown MAC| Port A4-D§  Adds ViDdlpacket & Floods VLAN 1
Port A3 VID 1 MAC on port A6| Port A6 Unicast Traffic
Port A3 VID 1 Unknown MAC | Port A4-D6| Floods VLAN 1
Port A3 VID 4 MAC on port B2| -- Packet Discarded

Example 4— Basic understanding of Hybrid VLANSs

VLAN Configuration View

-——_--_

Ports Configuration View

1 Default VLAN A3-A6,B1-B6,C1-C6,D1-D| - | YES Al 0 1 AL !
\ 2 | VLAN-2 | AL-A2 | A3A4 | YES | Al | 0 2 [ A2 | 2

3| A3 | 1
23 D5 | 1
24 | D6 | 1

Receiving | Tagged VID | Destination Transmitting | Notes

Port # in packet Address Port #s

Port Al Untagged MAC on port A2 Port A2 Unicast Traffi

Port Al Untagged MAC on port A3 Port A3 Adds VIDr2the packet

Port Al VID 4 MAC on port A2| -- Packet Discarded

Port Al VID 4 MAC on port A3| -- Packet Discarded

Port Al VID 2 MAC on port A2| Port A2 Strips VID offacket

Port A3 Untagged MAC on port A6 Port A6 Unicast Traffi

Port A3 Untagged Unknown MAC| Port A4-D§  Floods VLAN

Port A3 VID 4 MAC on port A5| -- Packet Discarded

Port A3 VID 4 MAC on port A4| -- Packet Discarded

Port A3 VID 2 MAC on port A4| Port A4 Strips VID offacket

Port A3 VID 2 MAC on port A1| Port Al Strips VID offacket
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Example 5— Basic understanding of Overlapping VLANS

VLAN Configuration View Ports Configuration View
VLAN ID VLAN Name Untagged Port(s) Tagged Port(s, Mgmt Port Admit Mirror Port Port Port SV
1  Default VLAN = = YES Al 0 No Name
2 VLAN -2 | A1-A6,B1-B6,C1-C6,D1-Di - YES | Al 0 17 A1 4
3 VLAN -3 A2-A6,B1-B6,C1-C6,D1-Di - YES Al 0 2] =
4 VLAN -4 A1-A2 = YES Al 0 3| A3 3
23 D5 | 3
24 | D6 | 3
Receiving | Tagged VID | Destination Transmitting Notes
Port # in packet Address Port #s
Port Al Untagged MAC on port A2 Port A2 Unicast Traffi
Port Al Untagged MAC on port A3 -- Packet Discarded
Port Al VID 4 MAC on port A2| Port A2 Strips VID offacket
Port Al VID 4 Unknown MAC | Port A2 Strips VID off paek& Floods VLAN
4
Port A2 Untagged MAC on port A1 Port Al Unicast Traffi
Port A2 Untagged MAC on port A% Port A5 Unicast Traffi
Port A2 VID 2 or 3 MAC on port A5 Port A5 Strips Mloff packet
Port A2 Untagged Unknown MAC| Port A1,B1-D6 FloodsAN 2
Port A3 Untagged MAC on port A1l -- Packet Discarded
Port A3 Untagged MAC on port A2 Port A2 Unicast Traffi
Port A3 Untagged MAC on port A% Port A5 Unicast Traffi
Port A3 VID 2 or 3 MAC on port A2| Port A2 Strips Mloff packet
Example 6— Basic understanding of VLANs with Multicast Eiling
VLAN Configuration View Ports Configuration View
1 o Port Port
VLAN ID VLAN Name Untagged Port(s) Tagged Port(s, Mgmt Port Admit Mirror Port No Name PVIP
1  |Default VLAN - - YES Al 1 a1l a
2 VLAN -2 A1-A6,B1-B6,C1-C6,D1-Di = YES Al 0 é A2 | 2
3 VLAN -3 A2-A6,B1-B6,C1-C6,D1-Di = YES Al 0 3 A3 | 3
4 VLAN -4 A1-A2 = YES Al 0 e | e
Display Static Multicast Group Address(es) 23 | D5
Multicast Address Port List 24 | D6 3
01:00:00:00:00:0; 1-24
01:00:00:00:00:0: 1,6,8
Receiving | Tagged VID | Destination Transmitting | Notes
Port # in packet Address Port #s
A A~ Goes to Ports 1-24, but port 1 can only
Port 1 Untagged 01:00:00:00:00:01 Port 2 send to Port 2 (VLAN 4)
Port 1 Untagged 01:00:00:00:00:02 -- Packet Discarded

Port 2 Untagged 01:00:00:00:00:01 Port 1,3-24Goes to _Ports 1'.24’ but won't go back ot
the port it came in on

Port 2 Untagged 01:00:00:00:00:02 Port 1,6,8 Gogwits 1,6,8
A AN AR~ Goes to Ports 1-24, but can’t talk to Porf 1
Port 3 Untagged 01:00:00:00:00:01 Port 2,4—24Since it is on a different VLAN
Goes to Port 1,6,8, but can’t talk to Port|1

since it is on a different VLAN

Port 3 Untagged 01:00:00:00:00:02 Port6,8

Note: If there are multiple ports on different VLANs, @00 will apply the static multicast address te th
lowest VLAN-ID that is associated with one of tbeipassigned to the static multicast addresghdf
lowest VLAN-ID contains all the ports assignedhe static multicast address (an umbrella VLAN), it
will function for all those ports with no problem$his can be achieved with overlapping VLANS.
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KEY SPECIFICATIONS

Switch Properties

Number of MAC Addresses: 4,096
Aging Time: Programmable
Latency Type: 2.9 us
Backplane Speed: 6.6Gb/s
Switching Method: Store & Forward Wlio! s

. ' 0
Physical he
Height: 5.10"
Width: 8.98" N:}W
Depth: 5.2" 9000
Weight (max): ~5 Ibs
Din-Rail mount: 35mm e
Electrical
Redundant Input Voltage: 10-30 VDC

Input Current (max):
Inrush @ 24VDC:

Input Ripple:

N-TRON Power Supply:

Less than 100 mV

Environmental

-20Cto 70T
-40C to 85T

Operating Temperature:
Storage Temperature:
Operating Humidity: 10% to 95%
(Non Condensing)

Operating Altitude: 0 to 10,000 ft.
Shock and Vibration
(bulkhead mounting)
Shock: 200g @ 10ms

Vibration/Seismic:  50g, 5-200Hz, Triaxial
Reliability

MTBF: >1Million Hours

Rev. 100807

2.5 A@24V (fully populated)
16.0 A for 7.5 ms

NTPS-24-5 (5 Amp@24VDC)

Connectors
10/100BaseTX: Up to Twenty-four (24) RJ-45 Copper Ports
100BaseFX: Up to Sixteen (16) SC or ST Duplex Ports

1000BaseSX/LX: Two (2) LC Duplex Ports as an option

Recommended Wiring Clearance:

Front: 4" (10.16 cm)
Side: 1" (2.54 cm)

Network Media

10BaseT: >Cat3 Cable

100BaseTX: >Cat5 Cable

100BaseFX, 1000BaseSX:
Multimode: 50-62.5/125um

100BaseFXE, 1000BaseLX:
Singlemode: 7-10/125pm
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100 Mb Fiber Transceiver Characteristics

Fiber Length 2km* 15km** 40km** 80km**
TX Power Min/Max -19dBm/-14dBm -15dBm/-7dBm -5dBm/0dBm -5dBm/0dBm
RX Sensitivity Max -32dBm -29dBm -34dBm -34dBm
Wavelength Min/Max 1310nm 1310dm 1310dm 1550nm
* Multimode Fiber Optic Cable
** Singlemode Fiber Optic Cable

Gigabit Fiber Transceiver Characteristics
Fiber Length 550m* with 300m* with 10km** 40km** 70km**

50/125 pm 62.5/125 um

e oer -9.50Bm/-4dBm | -9.5dBm/-4dBm | -5dBm/OdBm | -4dBm/1dBm | -3dBm/2dBm
RX Sensitivity | _17dgm -17dBm -20dBm -21dBm -23dBm
Wavelength 850nm 850nm 1310nm 1550nm 1550nm
Assumed -3.5 dB/km -3.75 dB/km -0.5 dB/km -0.25 dB/km -0.20 dB/km
Fiber Loss
Laser Type VCSEL VCSEL FP DFB DFB

*SX Fiber Optic Cable
** |_X Fiber Optic Cable

Regulatory Approvals:

Safety: UL 1604 (US and Canada) Hazardous Locations, Class I, Div 2, Groups A, B, C, D, T4A

EMI:

EN61000-6-4, EN55011 — Class A

FCC Title 47, Part 15, Subpart B - Class A

EMS:

EN61000-6-2

EN61000-4-2 (ESD)

EN61000-4-3 (RS)
EN61000-4-4 (EFT)

EN61000-4-5 (Surge)
EN61000-4-6 (Conducted Disturbances)

Conducted Low Frequency: IEC60533

Shock:
Vibration:

Cold:
Dry Heat:
Damp Heat:

IEEE 1613 (250 mm)
IEEE 1613 (V.S.3 20 mm/s)

IEC60068-2-6 (Test Fc)

IEC60068-2-1
IEC60068-2-2
IEC60068-2-30 (Test Db)

GOST-R Certified.
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N-TRON Limited Warranty

N-TRON, Corp. warrants to the end user that thisilvare product will be free from defects in workrship and materials, under normal
use and service, for the applicable warranty pefriooh the date of purchase from N-TRON or its autted reseller. If a product does not
operate as warranted during the applicable warrpetiod, N-TRON shall, at its option and expensgair the defective product or part,
deliver to customer an equivalent product or parteplace the defective item, or refund to custother purchase price paid for the
defective product. All products that are replaceitl become the property of N-TRON. Replacemenbducts may be new or

reconditioned. Any replaced or repaired producpart has a ninety (90) day warranty or the rensiraf the initial warranty period,

whichever is longer. N-TRON shall not be respolesfbr any custom software or firmware, configupatinformation, or memory data of
customer contained in, stored on, or integrated aity products returned to N-TRON pursuant to aagranty.

OBTAINING WARRANTY SERVICE: Customer must contact N\RON within the applicable warranty period to dbtavarranty service
authorization. Dated proof of purchase from N-TR@Nts authorized reseller may be required. Pectslveturned to N-TRON must be
pre-authorized by N-TRON with a Return Material Aarization (RMA) number marked on the outside & gackage, and sent prepaid
and packaged appropriately for safe shipment. Resdipitity for loss or damage does not transfer tdRION until the returned item is
received by N-TRON. The repaired or replaced iwgthbe shipped to the customer, at N-TRON’s exgemst later than thirty (30) days
after N-TRON receives the product. N-TRON shalt be responsible for any software, firmware, infatibn, or memory data of
customer contained in, stored on, or integrated aity products returned to N-TRON for repair, wietlnder warranty or not.

ADVANCE REPLACEMENT OPTION: Upon registration, thproduct qualifies for advance replacement. Aaagment product will
be shipped within three (3) days after verificatiop N-TRON that the product is considered defectivEhe shipment of advance
replacement products is subject to local legal irequents and may not be available in all locatioWghen an advance replacement is
provided and customer fails to return the origipralduct to N-TRON within fifteen (15) days afteimnent of the replacement, N-TRON
will charge customer for the replacement produdisaprice.

WARRANTIES EXCLUSIVE: IF AN N-TRON PRODUCT DOES NODPERATE AS WARRANTED ABOVE, CUSTOMER'S SOLE
REMEDY FOR BREACH OF THAT WARRANTY SHALL BE REPAIRREPLACEMENT, OR REFUND OF THE PURCHASE
PRICE PAID, AT N-TRON'S OPTION. TO THE FULL EXTENALLOWED BY LAW, THE FOREGOING WARRANTIES AND
REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ALL OTHERWARRANTIES, TERMS, OR CONDITIONS, EXPRESS OR
IMPLIED, EITHER IN FACT OR BY OPERATION OF LAW, STAUTORY OR OTHERWISE, INCLUDING WARRANTIES,
TERMS, OR CONDITIONS OF MERCHANTABILITY, FITNESS A® A PARTICULAR PURPOSE, SATISFACTORY QUALITY,
CORRESPONDENCE WITH DESCRIPTION, AND NON-INFRINGEME, ALL OF WHICH ARE EXPRESSLY DISCLAIMED. N-
TRON NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERBOTO ASSUME FOR IT ANY OTHER LIABILITY IN
CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE OR USE OF ITS PRODUCTS. N-TRON SHALL NOT BE
LIABLE UNDER THIS WARRANTY IF ITS TESTING AND EXAMNATION DISCLOSE THAT THE ALLEGED DEFECT OR
MALFUNCTION IN THE PRODUCT DOES NOT EXIST OR WAS QASED BY CUSTOMER'S OR ANY THIRD PERSON'S
MISUSE, NEGLECT, IMPROPER INSTALLATION OR TESTINGINAUTHORIZED ATTEMPTS TO OPEN, REPAIR OR MODIFY
THE PRODUCT, OR ANY OTHER CAUSE BEYOND THE RANGE OFHE INTENDED USE, OR BY ACCIDENT, FIRE,
LIGHTNING, POWER CUTS OR OUTAGES, OTHER HAZARDS, O¥TS OF GOD.

LIMITATION OF LIABILITY: TO THE FULL EXTENT ALLOWED BY LAW, N-TRON ALSO EXCLUDES FOR ITSELF AND ITS
SUPPLIERS ANY LIABILITY, WHETHER BASED IN CONTRACTOR TORT (INCLUDING NEGLIGENCE), FOR INCIDENTAL,
CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE DAMAGS OF ANY KIND, OR FOR LOSS OF REVENUE OR
PROFITS, LOSS OF BUSINESS, LOSS OF INFORMATION ORTA, OR OTHER FINANCIAL LOSS ARISING OUT OF OR IN
CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE USE, PERFORMANCE, FAILURE, OR INTERRUPTION OF
ITS PRODUCTS, EVEN IF N-TRON OR ITS AUTHORIZED REBEER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, AND LIMITS ITS LIABILITY TO REPAIR, REPLACEMENT, OR REFUND OF THE PURCHASE PRICE PAID, AT N-
TRON'S OPTION. THIS DISCLAIMER OF LIABILITY FOR DAMGES WILL NOT BE AFFECTED IF ANY REMEDY PROVIDED
HEREIN SHALL FAIL OF ITS ESSENTIAL PURPOSE.

DISCLAIMER: Some countries, states, or provincesndo allow the exclusion or limitation of impliedawanties or the limitation of
incidental or consequential damages for certaimlyets supplied to consumers, or the limitationiability for personal injury, so the
above limitations and exclusions may be limitedhieir application to you. When the implied warrastare not allowed to be excluded in
their entirety, they will be limited to the durati@f the applicable written warranty. This warragiyes you specific legal rights which
may vary depending on local law.

GOVERNING LAW: This Limited Warranty shall be goverd by the laws of the State of Alabama, U.S.A.
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